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MEEKHEE: fa 0/0 192.168. 1. 254/24 fa 0/1 100.1.1.2/24

Internet MESH#S: fa 0/1 100.1.1.2/24 fa 0/0 200.1.1.1/24
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interface FastEthernet0/0

ip address 192. 168. 1. 254 255. 255. 255. 0
no shutdown

interface FastEthernet0/1

ip address 100. 1. 1.2 255.255.255.0

no shutdown

ip route 0.0.0.0 0.0.0.0 100.1.1.1

Internet M HI#%:

interface FastEthernet0/0

ip address 200. 1. 1.1 255.255.255.0
no shutdown

interface FastEthernet0/1

ip address 100. 1. 1.1 255.255.255.0

no shutdown

7 Sy S T 4 O T
interface FastEthernet0/0
ip address 200. 1. 1.2 255.255.255.0
ip nat outside
no shutdown
interface FastEthernet0/1
ip address 172.16. 1.254 255. 255.255.0
ip nat inside

shutdown

ip nat inside source list 1 interface FastEthernet0/0 overload

ip route 0.0.0.0 0.0.0.0 200.1.1.1
access—list 1 permit 172.16.1.0 0.0.0. 255
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BB, gt ) 2EICARE B, AEANBEDT 0] SV ER A ) Web RSS2 o INAELE SV ETM E
asy VPN AL E . HACEWT:

aaa new-model ()& AAA TAIE)

aaa authentication login eza local (5% eza, X eza tAIE)

aaa authorization network ezo local (7% ezo, X| ezo WIHAFRAED
username tang password 123 () 44 %05)

crypto isakmp policy 10 (Tpsec BB —MI%ESUACE)

hash md5

authentication pre-share

group 2

ip local pool ez 192.168.2.1 192.168. 2. 10(Easy VPN 4%\ J& BT 4 Bc (i ik
crypto isakmp client configuration group myez (Easy VPN [{IZH A5 00 &)
key 123

pool ez

crypto ipsec transform—set tim esp—3des esp—md5-hmac (IPSec BB — HIHC
B

crypto dynamic—map ezmap 10 (ZZ&INEE)

set transform—set tim

reverse-route ([ HEN)

(LAF 22X Easy VPN HIIAGE, #RALECE, list 2 BIRE) AAA KIBCE 4D
crypto map tom client authentication list eza
crypto map tom isakmp authorization list ezo
crypto map tom client configuration address respond
crypto map tom 10 ipsec—isakmp dynamic ezmap (&J&, SN K LAA E

e

interface FastEthernet0/1

crypto map tom (4FEF|EEI1)
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| Physical | Config " Desktop

IP Configuration

IP Address
Subnet Mask

Default Gateway
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192.168.1.1 [

DNS HIHC &
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Physical | Config | Desktop |

GLOBAL
( : DNS
( Settings
[ Algorithm Settings DNS Service ® on O off
[ sErvices
( HTTP Resource Records
o Name | | vpe [ARecord¥]
TFTP
[ DNS Address 1 ’
( SYSLOG
( AAA [ Add | [ Save | Remove |
[ NTP No. Name Type Details
( iNT::FACE 1 www.tom.com A Record 100.1.1.2
(__FastEthernet | 2 www.uxiaoT.com A Record 202.103.96.120
DNS Cache

Web RSS2 T &, W& HTTP, HAW MBS Hitml . XAV 7, 5
k%% On.
PC FIZE1C O BC B 45 0 —FEan 1 -
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Physical] Config _

RIRIGH 2] T, TP configuration. Web Brower, VPN, command Prompt.
IP configuration & IP FIECE : ®] LL DHCP A4S,
Web Brower s % #%. VPN f& Easy VPN & Vi o

command Prompt Ht & CMD, FH Ping fRIR4E,

SO0 S A B
Internet MHCE -

enable

configure terminal
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hostname Internet

line console 0

logg sy

exec—time 0 0

exit

no ip domain—lookup

interface fastethernet 0/1

ip add 100.1.1.1 255.255.255.0
no shut

exit

interface fastethernet 0/0

ip add 200.1.1.1 255.255.255.0
no shut

exit

interface ethernet 1/1

ip add 202.103.96.1 255. 255. 255. 0
no shut

exit

interface ethernet 1/0

ip add 210.1.1.1 255.255.255.0
no shut

exit

ip dhep excluded—address 210.1.1.1
ip dhcp pool wifi

network 210.1.1.0 255.255.255.0
default-router 210.1.1.1
dns—server 202.103. 96. 112

exit
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enable

configure terminal

hostname Internet

line console 0

logg sy

exec—time 0 0

exit

no ip domain—lookup

interface fastethernet 0/1

ip add 100. 1. 1.2 255.255. 255.0

no shut

ip nat outside

exit

interface fastethernet 0/0

ip add 192.168. 1. 254 255. 255.255.0

no shut

ip nat inside

exit

ip route 0.0.0.0 0.0.0.0 100.1.1.1

ip dhcp excluded—address 192. 168. 1. 254
ip dhcp pool zongbu

network 192.168. 1.0 255. 255. 255.0
default-router 192. 168. 1. 254
dns—server 202.103. 96. 112

exit

access—list 100 deny ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0. 2

55
access—1list 100 permit ip 192.168.1.0 0.0.0.255 any
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ip nat inside source list 100 interface FastEthernet0/1 overload

ip nat inside source static tcp 192.168.1.253 80 100.1.1.2 80

I A

enable

configure terminal

hostname fenbu

line console 0

logg sy

exec—time 0 0

exit

no ip domain—lookup

interface fastethernet 0/0

ip add 200. 1. 1.2 255.255.255.0

no shut

ip nat outside

exit

interface fastethernet 0/1

ip add 192. 168. 2. 254 255. 255. 255. 0
no shut

ip nat inside

exit

ip route 0.0.0.0 0.0.0.0 200.1.1.1
ip dhcp excluded—address 192. 168. 2. 254
ip dhep pool zongbu

network 192. 168. 2.0 255.255. 255.0
default-router 192. 168. 2. 254
dns—-server 202.103.96. 112

exit
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access—list 100 deny ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0. 2
95

access—1list 100 permit ip 192.168.2.0 0.0.0. 255 any

ip nat inside source list 100 interface FastEthernet0/0 overload

MEAREEMLSE R G, AN EEF ViR . www.xiaoT.com F www. tom. com 45
BT K-

% Laptop0 (=13

[T’I;;siiglﬁ\fConf:lgi‘ Desktop '

S

')EWéb Browser

il < > | URL |http://www. xiaoT. com Go Stop ,
I 4

Welcome! my name is xiao T!

{H T VPN B M, AMRFE ) PC 42 Ping ANl N PC AR 55 28 1 o
HLFEE4T VPN il & -
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crypto isakmp policy 10
encr 3des

hash mdb

authentication pre-share

crypto isakmp key tom address 200.1.1.2

crypto ipsec transform—set tim esp—3des esp—mdb—hmac

access—list 101 permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0. 0.
255

crypto map tom 11 ipsec—isakmp
set peer 200.1.1.2
set transform—set tim

match address 101

interface FastEthernet0/1

crypto map tom

aaa new-model
aaa authentication login eza local
aaa authorization network ezo local

username tang password 123

ip local pool ez 192.168.3.1 192.168. 3. 100

crypto isakmp client configuration group myez
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key 123

pool ez

crypto dynamic—map ezmap 10
set transform—set tim

reverse-route

crypto map tom client authentication list eza
crypto map tom isakmp authorization list ezo
crypto map tom client configuration address respond
crypto map tom 10 ipsec—isakmp dynamic ezmap
(Easy VPN & IPSEC VPN [IPNBBCZ TR 2. 5 BB, B Be— M i B —
HRT LLSK ] — R ) SR E D

I ERHBC & -

crypto isakmp policy 10
encr 3des

hash md5

authentication pre-share

crypto isakmp key tom address 100.1.1.2

crypto ipsec transform—set tim esp—3des esp—mdb—hmac
crypto map tom 10 ipsec—isakmp

set peer 100.1.1.2

set transform—set tim

match address 101
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access—list 101 permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0. 0.
255

interface FastEthernet0/0

crypto map tom

M

Ipsec VPN A2 #BI%) ping S AL PC, SKASIZEEM:, Easy VPN HOZEREN
AE (Cisco PacketTracer 5.2 fEf#sM) Easy VPN SZIGFERGY HH UL

2 VPN #GEMH )5, AUAE ping N EBIY TFTP iRk55 4% 1!

WIGHRFEA N, Aseihd, ROLMY T, Ipsec VPN [ VPN FiI NAT
R, HIRTCLRZEC Easy VPN 2 AN B3l )s, ey A IP ki in) N EE Web
ARZ5 2%, AT Internet [ Web IRSS 8%, X2 A4, MNIZU ARG,

e, A5 3EATE Y PKT SO, Fl 258 i PKT, 7 X8R 1 WX & AT BLF%
FRIEC B M S2E . ) http://9916376. blog. 5lcto. com/468239/197253
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J PacketTracer HiLl23 Z 47 % .
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RIPR AN L N LS, e B (12 2 DCE BE4% I H 12k, W0 B2 452 DTE 15 4% 1) HR
M2 (BLSETE, FATILM LS, DCE W& HE S ISP M, AT 2
TRECATTO 1 5 8 100 R, 80T 19 10 RSS2 LA R S A B, 0 P B 8 7 B2 — %

FH#S i DCE, Mt RECE TN BP R K] serial #211) !

BT A MARLESE g, KT, RIS A T . & NI MG
JEHIUAR 9 245 326 38 14 1

PR VLY, XN ARAELS NI SEI — mURBEIE L (AR B 28 A0, oAt
M EAZ) .

51CTO EF % -----tom9916 http://9916376.blog.51cto.com/ 22



51CT0.com 4 NEPpI
ot 4 Down.51CTO.com

HAME oo PacketTracer 5.2 SL36 T8 7 R 51
TERXFA AR, B AR RS A, AR &R

T 2 i P % 1) &«

Physical ’T:onfg | WCLI-\
[ moDuLEs Physical Device View
( EINICEAESY [ Zoom In ][ Original Size ][ Zoom Out J
( WIC-1AM
b o e
[ WIC-1ENET ZI: — L
[_wicrm L =
( WIC-2AM
( WIC-2T
WIC-Cover
1841
Router0 $ |6
Customize ~7 Customize | »= /2
Image in . a Image in . "";
Physical View Logical View
Adding Modules: Drag the module to an A i.
available slot on the device. - e i
Removing Modules: Drag the module from the — ] ]“‘ﬁ:‘*“ 1T
device tn the madule list M /49 d J.oId33

Wik gt B 2, ALK, KEER Physical ZMERHE, H/id
HIRMEIE TR, A AR R R 28 3% T A TA B, Jeocs R, AR T AR
P9 28432 1 2AR RN AR s i i T8I config, AT LABRAE DY Web [BIE
MLE . CLI 2 KREANEB 21T, HAZ U 1.

g scas Bl FERINGAR PC &A1Y, T, f#7E PC XAl 48
B, H R
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8log TAEWEE
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| Physical || Config

EWHI

......

il

it PC it =B 2 LR N4 . Physical BREGH#%—#F, mTLAM . Conf
ig j2—Ff. Desktop IXHTAFARTG, FEMRKMIRHELS N LR E L. 1P
configuration ;& IP #iBEACE ; isl-up XA/ T IR R BEAHIE B IEL R 5 LM
(1, AP SR A ThEE s erminal FAS B AN, 16T T I 48 1B 46—
FECHR ELE L K R command prompt mE/E CMD, T LLFHSK telnet. ping. tra
ce &; web Brower I TUNI W #%; PC Wireless MRl CLrimtE, 514
AP FITCLR s t a8 i, v BLIAR; VPN J2 Basvy VPN % /i ; Traffic General
SEHFRAP O TR O T BB, X2 5. 2 INMAThEe) « St MiZe
fi SMNP SE5G ) (2 5. 2 G INAIhae, /N T IEA Sy SMNP [SELS, s &
P8R

TE T & — L3 K DL 28 1) 5 I R, DLAE FR R 48 K K W B A 4R
!

B, MWSRYIBADIH “Ha I GXRHR/N T XAHRFRIE) |, i
E.
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DTP, EIGRP, M
ec, ISAKMP,

RIP, SNMP,

HE S HH T Real time JETHINT, Bt VIR B FRAT UL “HaHA", (&
IS, mt LRI A — 30 i) € [ FE Y S MSERPIAL ) F
FIEERR AT B, R, KEBEBER T, SRR LEEE. ) AR
K.
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New Cluster Move Chject Set Tiled Background

Event List
4 Vis. | Time (sec) | LastDevice AtDevice Type | Infc#
= FREY o RN
1.961 Switch0 B STP
Ld 1.961 Switch0 A STP
1.961 B switcho arp [l
& 1.962 Switcho A awe v
£ | &8

Reset Slmulatlon . [¥] Constant Delay Capturing... *

Play Controls

( Back | [Auto Capture / Play] |capture / Forward|
B

-

Event List Filters

ACL Filter, ARP, CDP, DHCP, DNS, DTP, EIGRP,
HTTP, HTTPS, ICMP, ICMPv6, IPSec, ISAKMP,

Visible Events: LACP, NTP, OSPF, PAgP, RADIUS, RIP, SNMP,
SSH, STP, SYSLOG, TACACS, TCP, TFTP,
Telnet, UDP, VTP

( Edit Filters ] [ Show All |

b4
5
s PLAYCONTROLS  Back  |Auto Capture /Play| Capture /Forward | EventList | Sir

WA oo PEIFRERERE B LIRS, AR ARP B . EFEERIEA R
BRI BRI ! RE R, B RF R E B Auto capture/play, FRfERATI
M TAR S, EFER 58, BIEENA ES—T, HRENB EA—T,
BARRACRI LK 1. WHIRZIIRARXE T, KEEEHRERIE!

R R AR B, B A A YA At 200 e AT i A 0 B 45 7
B RRLE, s AUEIRLE TCP/IP JFE . URAEAE IR ST, B BIEIRSS
&), RESGIE Auto capture/play {51k, W /e b ERIEEE G, /£ /2K,
B2 A WIRTAR N2t P H e B0 B A i, R B RT AR RO . NPk
B RCR A

=

-

&)
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{zPDU Information at Device: B

. 0SI Model ;| Outbound PDU Details |

At Device: B
Source: B
Destination: Broadcast

In Layers Out Layers

Layer 2: Ethernet II Header
00DO0.FF36.EC2D >> FFFR.FFFE.FFFF
ARP Packet Src. IP: 1.1.1.2, Dest. IP:
§ 47 2 0 |

Layer 1: Port(s): FastEthernet

1. The ARP process constructs a request for the target IP address.
2. The device encapsulates the PDU into an Ethernet frame.

216T0.c0m

Challenge Me [<< Previous Layer| [ - Next Layer >> |
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{fPDU Information at Device: B

| 0SI Model || Outbound PDU Details |

PDU Formats

Ethernet II

0 4 g 14 19 Bytes
PREAMBLE: DEST MAC: SRC MAC:
101010...1011 FFFF.FFFF.FFFF | OODO.FF36.EC2D
TYPE: DATA (VARIABLE LENGTH) FCS:
0x806 0x0
ARP
0 8 1é 31 Bits
HARDWARE TYPE: Ox1 PROTOCOL TYPE:
HLEN: 0x6 | PLEN: Ox4 OPCODE: 0x1

SOURCE MAC: 00D0.FF36.EC2D (48 bits)
SOURCE IP (32 bits)
1.1.1.2
TARGET MAC: 0000.0000.0000 (48 bits)
TARGET IP: 1.1.1.1 (32 bits)

< i JJJJJJ.“JJJ.J

AT Slos
'I/r“lti‘f. =9

e, PILRMEIE, BRRAT ZHAH B ERAIHED !
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PacketTracer 5.2 ZiH#E I0OS ALK IEF

NIRRT, N T BIFHE ARSI RS, FENMNE Y IH5 G H
TR hee AR, NT Rirs5ghs M\ TFTP #4 I0S 7. >

% B AR bR b — R R ML, A L PC —#¢, #ehsta CPU, wisf B
OOT ROM fHi% di #8354 it . AR ES: RN, Btz 7 NVRAM. F
LASH st ters:n. [0S HIuii2 CiSCo s, A HblS Mm% it & iiE R4, X2
—FR AR ARG GEAH—F—L2) 7, s Linux R ARA RN RS - 10S kA
YUTE (¥ 2R B SE U 4RI ThRE, AR Windows #:4E 24—, Windows ser
ver AR MRS HE, XPp LR M E LA E T . TIOS MRRA MK R, 2847 IE:
c1841-ipbase-mz.123-14.T7.bin X4 #t & — AN RIEA M IEA MR A, R iR e %
fig Ipsec VPN, Af#rfd, x4 10S A%, C1841-advipsevicek9-mz.124-1
5.T1.bin x4 frAstfesof: Ipsec VPN. #7140 IOS & HIn78 2 & 4% 5% h 8 (K 0 fig o

fay s pF ks L IOS Fagme, Jrika M console g A, MW TFTP k&8 ESA, M
TFP s L3N, MLk s, WERZHANERH TFTP 7% (TFTP 8 fFm Lk %,
TEBIE SR L, B T TFTP IR%#) . K%, console JHgekig T, —4~1
OM 15 IOS Ft4u % 3 3 4 it FTP %818, BH P40, %% TFTP sz T,
M 100M/S i eFte I0S, HE LAt 1!

WA IFE IOS fFF e, AT E:
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¢ Server-PT
Router0 TFTP

PC-PT
PCO

F B2 PacketTracer 5.2 ) PC & TFTP M68, Blstd, MZLA cons
ole #ZFFFFATHI B B! Fi IP Yil. B¥ids fa 0/0 10.1.1.1; TFTP
MR%5 %% 10.1.1.2, A PC 8 K £ oim 5 N 2tk d 2 L, 0] PC 1) Desk
Top # Terminal CnEEE)
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|' Physical || Config ] Desktop

Terminal Configuration
Port Configuration

Bits Per Second:

Data Bits:

Parity:

Stop Bits:

Flow Control:

sy OK #EN. Blszrh, AT Windows KB & mdT I : FFh——>
FEFP——> Mt f—— >8Il ——> B H L0, b R BRI E SR LR RIS R —
T

£ PacketTracer 5.2 H1{#) TFTP k% as A (gD &MALS 1 I0S,
KRR Bt 2% 1074 5 7+ 2% 1OS.
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 IFIP . =3

[ GLOBAL
| Settings LA -
[Algorithm Settings Service ® on O off
|  SERVICES :
( HTTP File &
( DHCP c1841-advipservicesk9-mz.124-15.T1.bin
( TFTP c1841-ipbasek9-mz.124-12.bin
[ DNS c1841-ipbase-mz.123-14.T7.bin
( SYSLOG c2600-advipservicesk9-mz.124-15.T1.bin
( AAA €2600-i-mz.122-28.bin
( NIP €2600-ipbasek9-mz.124-8.bin
| INTERFACE €2800nm-advipservicesk9-mz.124-15.T1.bin
[__FastEthernet c2800nm-ipbasek9-mz.124-8.bin
€2800nm-ipbase-mz.123-14.T7.bin B
C€2950-i6q4/2-mz.121-22.EA4.bin
€2950-i6q4/2-mz.121-22.EA8.bin
c2960-lanbase-mz.122-25.FX.bin
AANEN lamlbnans meam A0 A O laie b

- |
231U

%G show version T @& & HHTHATHIRA :

R1#tshow version

Cisco 10S Software, 1841 Software (C1841-ADVIPSERVICESK9-M), Vers
ion 12.4(15)T1, RELEASE SOFTWARE (fc2)

Technical Support: http://www. cisco. com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18—Jul-07 04:52 by pt team

ROM: System Bootstrap, Version 12.3(8r)T8, RELEASE SOFTWARE (fcl)

System returned to ROM by power—on

System image file is “flash:cl841-advipservicesk9-mz. 124-15.T1. bi

”
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(RO PRA T, NERER, HITETRBEA A

%6 ping — T RS A TP ik A2 75338 , 138 5 wh ] LLA TFTP F+4% 10S 1,
TH4k 10S A 44T

Rl#tcopy tftp: flash: (M TFTP R%5#%_E4%% T0S $2 U1 %) A Hh FLASH )

Address or name of remote host []? 10.1.1.2(TFTP R45-#51 1P k)

Source filename []? c1841-ipbase-mz.123-14.T7.bin (TFTP fk%5 %% L1
JECAE 42D

Destination filename [c1841-ipbase—mz. 123-14.T7.binl? (copy i
Hi#% FLASH /030 44)

Accessing tftp://10.1.1.2/c1841-ipbase—mz. 123-14. T7. bin. ..

Loading c1841-ipbase—mz. 123-14. T7.bin from 10. 1. 1. 2:

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

[OK — 13832032 bytes]

(VERL: £ Flash 23 [/ U R RIS 0 A 08 KIS DL T, 10S 52 A B R
PR LT S g5, A A LRI, W IEEE o J5UR I 10S, X2 RAE
flash HEK G FIERZFARAL T, B8 show version HMARAEE ZICETHK
JRIIAFHRAS 1)

RS KL, RE2E B Flash AN ERIER S
R1#show flash:

System flash directory:
File Length Name/status
3 33591768 cl841-advipservicesk9—mz. 124-15.T1. bin
4 13832032 c1841-ipbase—mz. 123-14. T7. bin
2 28282 sigdef—category. xml
1 227537 sigdef-default. xml
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(47679619 bytes used, 16336765 available, 64016384 total]

63488K bytes of processor board System flash (Read/Write)

XIHEHAT R B /UM R T a4, K515 10S.

R1(config)#thoot system flash c1841-ipbase—mz. 123-14. T7.bin

SRIGEJAES A, 1R show version Fft Al B REIFH G FIRRA

ST LME T F T P RSS4, REMAM N4, IR HEatae A 5
— G HA LT 10S, (AR RE.

R1(config) tftp—server flash c1841-ipbase—mz. 123-14. T7. bin

URAR— AN/ 0AE 10S IR 1, ELLATZH) cisco g Hias b, IRIRmIEE
2 4 N/INEFM console FHRIE . AN IIAER] cisco ML S EE RS i 2%, HhfE
E ROM A0 12 T0S,  IX ] AR 1 FRATIMT ! e am 4 -

rommon 1 > IP ADDRESS=10.1.1.1

rommon 2 > [P SUBNET MASK=255. 255.0.0

rommon 3 > DEFAULT GATEWAY=10.1.1.2

rommon 4 > TFTP_SERVER=10. 1. 1.2

rommon 5 > TFTP FILE=c1841-ipbase—-mz. 123—-14.T7. bin

rommon 6 > tftpdnld

SPORFERIE B, /RERE “Y” . F5ESS boot JHBIEEATLLT .
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PacketTracer 5.2 2 AZ# b0 2% 3% 1 4647 505

(FE: BRBERNGE, W AEHBOO

Y —ANNKIE SERUG, H G I H 5 S A mas 45 T 48 B 5LOR4E
— X B BT, N T BROKMEAREE A, 5 00 R i 99 2% 142 4% TR R 48
A JR VLA B B SO, W& HIDE S 7 k=, %I telnet. SSH.
Web %57 FE 15 B 2 A0 K By Ve, MR A 7486 1) 75 SR C B X 48 1 4% 2

TEN—Z MY NI, TERHET — 6 DA IRIF S 5 & R, 15 /a %
TR S A0t ) 25 1 e & O TC B SO ORAE . IXAPE I IR AL, R 9 DU B
M8 T, H —HERSEMEROTE. FTLL, &0 W 25 152 BTG B S F, AL
2 i N TR R IR B . B MR IEIE RS (cisco M 10S, H3C
J& VRP) ] BLG SR 11, FRAT TR X 2 B & R AE R y o 0 ISR AE R G,
XSE N T 7 IEWROR R E8 AR E AN DB SRR, RS R E RG4S IR T,
UFA M7 R B R B AE R G EIE R . W2 A il —SE AR PRI, 1S M 2%
YN G1, 0 L A I D S DA 2 e AN T, (RS A I
FITEL, /N T 3RAS NXHEAL 28 AE 4 N AT VU 2, 2 1 MR ARATT BT 338 R X 2% 4
E AR A8 R A1 o T SRR T 0 PRI L R, ARG | D0 2% 15 2% HH 1 i T
AT LA IR AR, WAATSIRYES, BRI C .

FEFFHIEA RIS 2 1, /N T b seie Btk . ik d, it kH
WAL TRTP B 7, SRR T LA TFP 45, ¥k, dhdk cisco e UL E
AF, HERIRSE: startup—config Al running—config. Runing-config /& ci
sco WA MIAATIZAT A, Wi ANRAER), AT ESE 1 cisco Bk, #ZAE
[R5 startup-config #& cisco HEBNECE M, Wb, cisco ¥ #
TEJRBNZEP T M Ak, n#k 10S, FN#L startup—config SCfF. BTEA, AT
FERCE 78 cisco HJBA MM g, 12 L copy running-config startup—confi
g B write TERAFICE UM, AR, REEG, RIIMSE L REHEH T !
HPATEE TR, W R RS R, AT AR INE LR R AN Nk
startup—config U, BAINEKE %MD, (cisco [ HHAS 2 B8 H 312K
TAFE: T HAE R XA BB, BTSSR, BUNT
HHAGERFHAE )
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ik KEE BRI LR R

PC-PT PC-PT Server-PT
PCO PC1 TFTP

AL — AN NN BRI, TR R FORERfR. PCOL PCL. TFTP fIR%54%
ATEF AW B, R TOEE R A T R B .
IP HRERI AR -
PCO: 192.168.2.1/24
PC1:192. 168. 3. 1/24
TFTP:192.168. 1. 2/24
EHHUEHL TP: 192, 168. 1. 1/24
S P e A B
I FH 2R (FITC
enable
config t
line console 0
logg sy
exec—time 0 0
exit

hostname R1
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interface FastEthernet0/0

ip address 192.168. 1. 254 255. 255. 255. 0
no shut
interface FastEthernet0/0. 1
encapsulation dotlQ 2

ip address 192. 168. 2. 254 255. 255. 255. 0
no shut

interface FastEthernet0/0. 3
encapsulation dotlQ 3

ip address 192. 168. 3. 254 255. 255. 255. 0

no shut

AL BC L -

enable

conf t

line console 0

logg sy

exec—time 0 0

exit

vlan 2 name vlan2

vlan 3 name vlan3

interface range fastEthernet 0/1 -5
switchport mode access

switchport access vlan 2
spanning-tree portfast

exit

interface range fastEthernet 0/6 —10
switchport mode access

switchport access vlan 3
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spanning-tree portfast
exit
interface fastEthernet 0/24
switchport mode turnk
exit
interface Vlanl
ip address 192.168. 1. 1 255. 255. 255.0
no shut
exit
ip default-gateway 192.168.1.254 (AN BEEAERE ping M ] 208 S A LIC B 19O
BB 25 50470 PC RSS2 @ VERR R T, IR A TRA TN E N1 &
(NTISIR/ IR o
BN cisco M, WHIMZEL console N EH#ZER, % telnet,
A LA SSH,  PAL web Vil HITASAUAR AN SCHF Web,  #iCAS SIS /I T =
it
L ERYTREA
Console:
line console 0

password xiaot

login

MYRECE XAy %, R console B NS U1 PRI Y
Password:
R1>

telnet:

line vty 0 4 (IXFERM 0-4, HHAH 0] LLEF &
password xiaot

login
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enable password 123 (UL MLLZNACE, ARVREEH BEERE A H P D

MRRAE PC /) CMD F telnet, ZEH4n FK:

Physical | Config | Desktop

Command Prompt

Packet Tracer PC Command Line 1.0
PC>telnet 1592_168.1.254
Trying 192_.168.1.254 .. _Open

User Access Verification

Password:
Rl>en
Rl>enable
Password:
R1g

—. FTH P A ESIAE:
Console:
username xiaot password tang CX EAHLF 4425469, YR AT DA AA
A RS AR, KT AAA RS AR A (PacketTracer 5.2 F&T- AAA VIEM]
Easy VPN SZ46 )
line con 0
login local
XAEPRM console BN, HF BN WFHRR:
Username: xiaot

Password:
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R1>

Telnet:
username xiaot password tang
line vty 0 4

login local

enable password 123

MR B I h -

Physical | Config | Desktop

Command Prompt

Request timed out.
Reply from 192.168.1.254: bytes=32 time=109ms TTL=255
Reply from 1592_.168.1.254: bytes=32 time=62ms TTL=255

Ping statistics for 152.168.1.254:

Packets: Sent = 4, Received = 2, Lost = 2 (50% loss),
Approximate round trip times in milli-seconds:

Minimum = 62ms, Maximum = 109ms, Average = B5ms

PC>telnet 192.168.1.254
Trying 1592.168.1.254 .. _Cpen

User Access Verification

Username: xiaot
Password:
% Login invalid

Username: xiaot
Password:

Rl>en

Rl>enable
Password:

R1%

SSH & A :
hostname R1
ip domain—-name cicso.com
XPIARTE AR RHE, R i 2 LR A4 AR AT AN 44 D9 A BLIEAT RSA
Bk, PRAEXATVEAXE, FFHLSSH BN, EEESSEAHEAE L,
FIHUH AP, s AL D
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crypto key generate rsa
The name for the keys will be: RI.cicso.com
Choose the size of the key modulus in the range of 360 to 2048 fo
r your
General Purpose Keys. Choosing a key modulus greater than 512 m
ay take
a few minutes.
How many bits in the modulus [512]: (FEAEZREHXIHIKE)
% Generating 512 bit RSA keys, keys will be non—exportable. .. [OK]
*?? 1 1:35:20.548: %SSH-5-ENABLED: SSH 1.99 has been enabled (4
I AR ) SSH RS tBEZ IS 1! )
line vty 0 4
login local
transport input ssh

enable password 123

SSH AR5 R 4n T -
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Physical | Config | Desktop

Command Prompt

Rlgexit

[Connection to 1852.168.1.254 closed by foreign host]
PC>

PC>

BPC>

BPC>

PC>

PC>

PC>

BPC>

PC>

PC>

BPC>

PC>

PC>ssh -1 xiaot 1592.168.1.254
Cpen

Password:

Rl>»en
Rl>enable
Password:
R1g

B oR, FATTTFUEXT LS5 % 1 10S, MACE SR 10S &0 ik 5
R E—F (PacketTracer 5.2 ZFKHI#E 10S FH L iam ) A Ui,
&R e BRI — R . A ST
Ri#tshow flash: (A FATH E &40 10S)
System flash directory:
File Length  Name/status
3 50938004 c2800nm-advipservicesk9-mz. 124-15. T1. bin
2 28282 sigdef-category. xml
1 227537 sigdef-default. xml

[51193823 bytes used, 12822561 available, 64016384 total]

63488K bytes of processor board System flash (Read/Write)

Rl#tcopy flash: tftp: (MEEHHE$H) FLASH 77, 0% 3] tftp 1)
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Source filename []? ¢2800nm-advipservicesk9-mz. 124-15. T1. bin (i
&)

Address or name of remote host []? 192.168.1.2 (TFTP flz45#sHbht)

Destination filename [c2800nm-advipservicesk9-mz.124-15.T1.bin]?
(AR, ATLLE Cad)

Jlhrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

[OK — 50938004 bytes]

50938004 bytes copied in 59. 468 secs (856000 bytes/sec)

£ TFTP RS54, Bial DU BIRPT & 4 4 1) 10S. BCE ORI &4, B 10
S B B B R — AT . MBS HH A8 startup—config B¢ running—config {1
B TFTP e dsas b, IEBRAIE, ET57ERW, startup—config iJR 1, 24
FEARAAR M B8, M running-config iEJR T, WAUELRAL R )8 Shic &
o AN R AW

Rl#tcopy running—-config tftp:

Address or name of remote host []? 192.168. 1.2

Destination filename [Rl-confg]? running—config (FX#r4 N running-
config, WIRA AN HIXAE Rl-confg)

M

[OK - 686 bytes]

686 bytes copied in 0.125 secs (5000 bytes/sec)

Rl#tcopy startup—config tftp:
Address or name of remote host []? 192.168. 1.2
Destination filename [Rl1-confg]? startup—config (F 4 N startup—

config, WRAMIXE Rl-confg)

'
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[OK - 684 bytes]

684 bytes copied in 0.11 secs (6000 bytes/sec)

IXET7E TRTP IR 55 %% b i & SR indn

ijhysicai”’ Config [70;&@‘

[ GLOBAL
[ Settings — TFTP
[Algorithm Settings Service ® On O off
[ SERVICES :
( HTTP File e
[ DHCP LZUUUTIPUGSERTTIHIZ L2597 0.0
TFe €2800nm-advipservicesk9-mz.124-15.T1.bin
( DNS c2800nm-ipbasek9-mz.124-8.bin
( SYSLOG €2800nm-ipbase-mz.123-14.T7.bin
[T Cc2950-i6q4l2-mz.121-22.EA4.bin
— €2950-i6q4l2-mz.121-22.EA8.bin
[ INTERFACE c2960-lanbase-mz.122-25.FX.bin
[W c2960-lanbase-mz.122-25.SEE1.bin

c3560-advipservicesk9-mz.122-37.SE1.bin
pt1000-i-mz.122-28.bin
pt3000-i6q4l2-mz.121-22.EA4.bin
running-config

startup-config

v
Remove File]

R B E A

(DA startup—config M)

Rl#tcopy tftp: flash:

Address or name of remote host []? 192. 168. 1.2

Source filename []? startup—config (R%525 FIHCE44)

Destination filename [startup—config]? (ifJi%l| flash FP44 8K, A LLay

EBERIND

Accessing tftp://192.168.1.2/startup—config. ..

Loading startup—config from 192.168.1.2: !

[OK — 684 bytes]

684 bytes copied in 0.062 secs (11032 bytes/sec)
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(JER: @) running-config J5, 7E{#/H copy running-config startup—
config B write ff4F. )

W5 4 RGN B2 i A R B A P 2 S5 (T AU 88 AN SCRABEZ 4L
FUERDIRE, MU T IRAER S K AIA — N ) o TRy 1, RELE cis
co M RBNE, AEENE startup—config SXHFHLATLA T o 2% s R 24&
B A, 0 0x2102 ZERINIINEK startup—config XM 0x2142 AN s
tartup—config AR VHRSLIUIT -

ERES T HIF— T, BIE SRR R O € L2 ¥k PacketTrac
er 52 8UER) — AU o 7R AR EE IR, HII e B
¥~ Ctrl+Break f#4%, M HZRN ROM B, BMHFFME, MR T:

Self decompressing the image :

prtgndauiatagssugntain

monitor: command “boot” aborted due to user interrupt

rommon 1 > confreg 0x2142

rommon 2 > boot

A EE I LB ™ ME R, XAME EE W R AR E, RATERE “no” o ik
AN T SSE AT E . K 2 IR IX B CETS, B4 ETH run
ning—config ffA7F %] startup—config H, BEAE NEININZEH startup—co
nfig i

Continue with configuration dialog? [yes/nol: no

Routerttcopy startup—config running—config
R1(config)#enable password 456
R1(config)#config-register 0x2102
Rlr#copy running—config startup—config

Rlttreload
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R SE R T B0 E, telnet, ssh (%Y, WMEXERE, JSMHRES s
tartup-config, BHFFHE, REHEE.

SEHMERSIRE, /DT REGRFHIR T . M cisco 2950 Afl, FEH 5L
BHLIIRHE, 2 EZHAL_ LK) Modem 48, SRJ5EE A 458 JEIRFF U0 R -

flash_init (WIHEHIZHHL

load helper CHN#HBICH

dir flash: (&% flash 3, REHEH config. text M, XAt H
DINOIEEZIBE L)

rename flash:config. text flash:config. old (EHian A4, XFEAZHAL
LA IR B S T

boot (A BN HAL)

Continue with configuration dialog? [yes/no]: no

Switch#trename flash:config.old flash:config. text CF¥44Filnl 2l )5 3h
P&

Switch#tcopy flash:config. text system:running—config C(ifJg &) 34N
WEYHTBATIED

Switch (config) #enable password xiaot

Switch#copy running—config startup—config (B I ZLIRAF R B 51
D

CPfHF e BEACHEEE A PKT 3CAF, RS BUR #5256
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packetTracer 5.2 2 CDP L35 F
A RN T Fs R R /2 CDP L (155, CDP (cisco Discovery prot
ocol) #& cisco FNE I, T THRAIARE FIHML. CDP AMEEK B b SIS A BT
HRIERIZEEoR T —Bk Hbssg 0, CDP W Bo/R B ERARE (S S, CDP 3E%
HETRAE— 6 B H 8 2 A AR E & S8 0 b wmyE, i cop il
B J BB 19X 28 14 4% 2 11 A2 AR I 48 P N IE A% B2 17 @i CDP Philt, %845k
45 015 e A R (A0 i R E ML A5 B ot m] DU A0 — S8 PR InE R 41 /=
AR 500 L H ThBE . CDP BRARTE LR sl rp, AT AKIER, B'E
TEHFRE IO, R — T ERIThRe, 1 H CDP Brist AT cisco 7= !
LR H B

F"r;-o—————-ofzfci-o— ————— L "'i
2620XM 1841 2811
B A =
IP BRI N R -

P& A B: £a0/0 10.1.1.1/24

A% A: fa0/0 10.1.1.2/24
fa0/1 172.16.1.1/24

A C: fa 0/1 172.16.1.2/24

P28 B 1 A2 A A B R R, = S i s A E ELACRS AR

% FH &% B:
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hostname B
interface FastEthernet0/0

ip address 10.1.1.2 255.255.255.0

ip route 0.0.0.0 0.0.0.0 10.1.1.1
R AT A
hostname A
interface FastEthernet0/0

ip address 10.1.1.1 255.255.255.0
interface FastEthernet0/1

ip address 172.16.1.1 255.255.255.0

A C:
hostname C
interface FastEthernet0/1
ip address 172.16. 1.2 255.255.255.0
ip route 0.0.0.0 0.0.0.0 172.16.1.1

HUETF A I FRATIE CDP S256;, HSEZ cisco H CDP BRIAARIF A I, REER
I B R E LA 4. cdp enable J2fEH LN cpd, WERARARLE —ANKE
BRI LIIE A epd MHADEE AT S epd FIRHE, BEAX &4 (G a0
4 JRERIAEI CDP, PR3P o 5 cdp run AR THE, X&m—
B b2, A O#2TF S CDP Dhfe, X2k 72 cisco BRINFF/EHI. S5 C
P i & R AR IR B S B A AT IS “no” !
HATH] show cdp neighbors SKEH =& B &% 18T CDP PRl =23 1 L
A EEE . BoRgE RUR:
B#show cd neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
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S — Switch, H — Host, I - IGMP, r — Repeater, P - Phone
Device ID Local Intrfce Holdtme Capability  Platform Port ID

A Fas 0/0 171 R C1841 Fas 0/0

A#tshow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S — Switch, H — Host, I - IGMP, r — Repeater, P — Phone
Device ID Local Intrfce Holdtme Capability  Platform Port ID
B Fas 0/0 135 R C2600 Fas 0/0

C Fas 0/1 142 R 2800 Fas 0/1

Ctshow cdp neighbors
Capability Codes: R — Router, T — Trans Bridge, B — Source Route Bridge

S — Switch, H — Host, I - IGMP, r — Repeater, P - Phone
Device ID Local Intrfce Holdtme Capability Platform Port ID

A Fas 0/1 125 R C1841 Fas 0/1

BULE L _ B S — 2805 BT 04— T . Device ID FRHIZAERIARK, Hh
JefE LT ECE 1) hostname %45, Local Interfce s& AHifKH211, Holdtme & 1%
FEFAE], BRI 180 5, fRandRA IS s B 5 A WiJT, Z£5% Holdtme W74
R E A SRR 75 B . Capability SEILSEXT 7 M4 & AT 4% &, R
M as, 7E LAY Capability Codes HffiA v AN N . Platform
SEANE IR R & 185 . Port ID &XS 7 %11, @i Port ID I Local Int
erfce ME R, FRATHEAEENTEIX & 504 AW 1 500 07 (/N % 1. 12
SERRI g HERS b, RATHERS P AR 28 — b, R A YELER R AW T, &5
BT I CDP s, FRATTEAS 2 B BB A& T AT — AN — AR T

KT CDP WA &, WAL T, BFEKEIHIE—T. Cdp timer:
i 4 1 B B A 1% CDP SR BUE 1Y (B) RS, SR 1B R 60 2, 2Rzl R AL
H. clear cdp table: HTIHERRERHHAM CDP 3, 1M— HiHFk, 7EH show cdp
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neighbor My AL BREATEE, EEIMN— G LRI H 2SI E]— CDP 5 Hi4L
Hf, FRUERECE . Show cdp interface: A4 om & i 1) CDP IRZS,
SRR P PAT AT 2 o show cdp traffic: ARayA Bk s CRIEMEEZ
T Z2/b CDP 3, WERIER] T 2 /D8RI CDP RS, BT ERFRUE . debug

cdp [packets][ip][adjacency] [events]:cdp FIHIA(E R .
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PacketTracer 5.2 72 SNMP S0 5F

= )R KABT S T, &7 &7 AR AR BB 1 4 J LR 0, MOz 1 LT )
A A H EPERTEAER RS IR RE AN T o 88, AN T IR EAR
T, R “+—" BrEa = A 0RO 7 7 F PacketTracer 5.2 (1)
SNMP SESR 4R R . S WARE] T SNMP ()T fe s R 2 4b, AT SNMP XA PR 4
JZo UiADXT SNMP T ARFEE, /N T 3R TR T SNMP 1) 20%H) A4S, T H A PT
KA SNMP FRSZ30 ThERE S PR, 5 AIANIF I 1 #5070 A 4 1

TERNAIZE 285 4% LU D IR I DL ARAT 0 /& FH Telnet, SSH, E3&
Web &5 75 9256} P 44 B 4 HEAT 4EI AN W1 o (ELBE 5 I 28 (R IR I T 38 A, I 2 14
B (R B R 3 0 5 X 28 7 TR SR 1R M S Bt M 9 T 1 46 (RS, R B4 5 i
2% B R BEk B AR/, A ) RN E R 2 AT, A Web 1,
BRI, R M RS AR SN 2. AEXAIE AL, SNMP
MIThRERLRIE T

ST SNMP PRI BREE, KIKAT LA ] TCP/1P Wil 2 K. (N T B R
FHET 209 4) o RAE PC _L2E E— PR EHHRM (F cisco [ cisco ne
twork, Windows server F7y (¥4 5 BT FARMF S5 56 ) (UM ZR P EEl, AR A
SR T TA T BT 5, %A% R AR 5 0 2% 45 45 1A 22 18] AR5 13 3t 2 P 2
1 SNMP HipAC, IS SNMP BiMIRATTAT ASRAG 28 o6 R4t 44, LRI ETE L, P
PRRE FUIRA S5 45 J8 0T SNMP BSCERATTRT DURH I 28 68 B A o0k X % 150 4 dE AT O 2
T3 SNMP B 24 X 28 o A T i RN, 17X 2% 158 4% e 5t SNMP % I g it 381 W) 4% 457 B8R
W) 28 A 2 57 Al R 55— IF ) R o 2% )t

R AP 2 AT S SNMP S S W s RO B P 248 1 e R 2 /1N T A N ER AR
B CHRBEERKIE A « WGSBS, I8, WiIsmgsg, H
SR X 0 4% 1 46 B SR, B WA, IXRPEOHE EE R MIB CRFERAE S,
HBOREE) o TE 44 FRAR A v A RN 2% 5 4% FE G MIB,  TT BE R 6] 1 el A
HE MIB 4 R T — 52 “AAE” , REEFRXLFAG MIB 5N F W4 B 4K
e, AR ARSI B S BB B4 . MBS (3R T P4 A BB 1 P
C) XHE M MIB (5HERIEMLKEEE MIB —80) HHTEAE (W1 Get SRELUM L4

HIMERE, Set BN EAIE) , F= RN HEE@E T SNP M ilfLidh. %L
51CTO HEF 1§ 2-——-tom9916 51




91CT0.com a4 &b
4

BAME oo PacketTracer 5.2 S:4 i 7271
Pz 10S B-B)Z B BT i3 263, B 210084 8 B N 28 B i S
A B B2 SNUP B, ARVEEE L B oy 2 28 1 &0 F U MIB ik AT 45
fE (an: ¥ H OSSR RIRG M2 E Bk, MR 4% H & MIB L& £ 1F 2
REMBECE R

UL AT L MIB 2 2 A I E B, /N T A R KW JHE T MIB, MIB & —Fh
A, BN T MBRERSMER, MRGwmLSEER, BEER, BORE
FE, BEHE RS, MIB 2 DIRARGE M AT AR, B8R s R it R e i o
PIXF 5 Can: W& &I E RS , WEt i IRATE XS MIB BHTHAERt L AiTE
EASBEAR BB S A7 I 25 e vh R 21 P 2248 BAE B HI AL &L, £E MIB Hh AR TR R 2175 A
[PIME—B842, AT 0ID CH EARIRFT) o i B3 T -

P o

ccit(0) iso(1) j(;.;-};wciuz)
ors®
(I(l)d('6)
internei(1)
directory(l) - n,gmg(;-—‘-:;p:ri.m_ﬂ;:;(;)__;rivale(-’t)
mlih-2(1) 136,121 enterprises(1y
e N

— —_—

— '\\ =
system(1) interface(Z) at(3) ip(d) iemp(5) tcp(6) wdpT)

WRBATEFAA M BB E I RGE S, AL MIB K, a5
BREhE 1.3.6.1.2. 1.1 (5E A iso. org. dod. internet. mgmt. mib—2. system) ,
RERHX AN S5 BT R 7. (GET XU 55 RIS X% TPC/1P
PEE, KZ27, NTRACEBEEEFIA) .

KT SNMP [ —2E Y 2%, /I T Fpt 213X BL, SNMP (14 P 25 0 PR 2 1R RORG e !
A 2B AT LA W SR AT, IR E LS N T Rk Y IR IE PR 4 R p
acketTracer 5.2 [ SNMP 5236, MIZIRFMEWIT
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1841
Router0

IP FR:
HH#s: £a0/0 192.168.1.1/24
ZHHLE AR VLAN 1 192. 168. 1. 2/24
PC:192. 168. 1. 10/24
[ 2% 1 2% TG B
2 H 5 <
hostname R1
interface FastEthernet0/0
ip address 192.168. 1.1 255. 255. 255. 0

no shut

snmp—server community xiaoro RO (JFJ3 SNMP, community & — M faj B H)
BN, ro & REEE, rw g wen] 53H)
snmp—server community xiaorw RW

AZHHL:

interface Vlanl

ip address 192.168. 1.2 255.255.255.0

snmp—server community xiaoso RO
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snmp—server community xiaosw RW

T/ PT I IhEE A PR, /N T FREE 7~ anfrr SR EN X 25 15 2% 10 R Ge {5 B AN
IL SNMP SKAB M 48 R4 1148 o HRVEUTT
B4, Bt PC, %55 Destop 5 MIB(packetTracer 5.2 f— PNk —),

2D =13
| Physical | Config | Desktop
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f RPN

- PCO

| Physical | Config | Desktop |

Address: |

| oID: |

[ Advanced. . .

] Operations: lGet

Result Table

SHMP MIEs
[+ MIB Tre

e

Hame/0ID

¥alue

Hame :
0ID :
Syntax

Access

Descriotion

0

[>

v

IIB Browser n

L3

S |
211051

1

£

2 MIB 8 1, 2 B R i) MIB R B A T AT SNMP Tree

Z2/A%, OID i MIB FIfE 21 siFG B A2, operations Hi2X MIB KRR
L SNUP A£36 BIM 25 B % o B, ¥ Advanced, AN FEE BN 25 B4 1)

IP ik, JEABE b community {8, XJE M2 5 S B BLE B AIE

.

51CTO HEFF 1% -

tom9916

http://9916376.blog.51cto.com/

55



LI Y- 4 Tl

PacketTracer 5.2 SE46 57 R 51 Down.51CTO.com

Physical | Config | Desktop

HIB Browser

* Advanced

Address: |
[ Advanced. 5o |

Address 192.168.1.1 |
SHMP MIBs Port 161 |
BB Tras Read Community ‘...... l
frite Community ]...... |
SHMP Version ‘VS VI
( 0K | Cancel |
-~
Descrivtion |
<|d

‘J]TTJ'U"“ Dl

- i = dlog
r".’l ¥ 2

XA S PR 1P, read community J& xiaoro, write community J& xia

orw
FATI T AR MIB 50908 e rhoRS B B AR IRATT 5 ZE 0045 219 sl B4, 7R3 Get
HAELL SNMP Hdfs 2119 25 B & RN 2 B 15 2. T, #2772 R MIB
R BM LS A8 4% (0ID: . 1.3.6.1.2. 1. 1. 0 5% iso. org. dod. interface.m

gmt. mib—2. system. sysDescr) , AT Get #1E, Pk RN HAB T RAE L
HAGEE, O T HHIINE S 10S B 5%,
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| Physical | Config | Desktop

EIB Browser

Address: [192.168.1.1 | om: [136121.1.10 ]
l Advanced. .. J Operations: [Get vJ [ GO ]

Result Table

SHMP MIEs
= MIB Tree Hame/0ID ¥alue Type
=] r[gute_r_std WIEs 01.3.6.1.2.1.1.1.0 ... Cisco I0S Software, 1841 Software (C1841-ADYIPSERYIC... OctetS...
= . 1s0
E-.org
(= . dod
=) . internet
= .mgmt
= . mib=2
(= system
. sysleser
. sysObjectID
. sysUpTime
. sysContact
. sysName
. sysLocation
# n\terfaces
@
@ . ospf Name : . sysDeser
b @ . rip2 01D : 1.361.21.1.1.0
[# . private
# router_advip MIBs Syntax DisplayString
[ switch_L2 MIBs 3 o
[#- switch_multiLayer MIBs LEGUEE resdonly.
T e A textual description of the entity. This walue should include the f
P % of the system’ s hardware type, software operating-system, and networ
< >

.1s0. org. dod. internet. mgnt. mib-2. system. sysDescr. 0

o orEael | O ). | @ Feir e % Routerd

AN

EE: A FARNFHEFEI/RT read-only, UHIZEREREREER, A
it SNMP RPECE W% . R write—read BLATHCE .
B ok, @S SNMP SKECE M4 (1) hostname (M. o PT IHAEHFR, /N T
CREJTATRR, 38 SNMP KD B W 24 ¥ 4% 7E PT 1 A hostname A 1o 415
A TR, EER S o FRE, AT R —REEREUVE— R, RATE
MIB ' sysname FIO7 B, JG3RHUM 4 1% %5 1) hostname, ZCHR41TFE:
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| Physical | Config | Desktop

NIB Browser

Address: EZ. 168.1.1 ]IJID: ‘,143.5.1.2,14145.0 |
[ Advanced. . . ] Operations: lGet vl E GO i
Result Table
SHMP MIEs
= MIB Tree Hame/0ID ¥alue Type
= router_std WIBs .1.3.6.1.2.1.1.5.0 ... Rl OctetS. ..
& .iso
E-.org
= . dod
= . internet
= . mgnt
= .mib-2
=) . system
. sysDeser
. sysObjectID
. sysUpTime
. sysContact
. sysName
. sysLocation
# . interfaces
. ip
# . ospf Name : . sysName
e 01D : 1.3.6.1.2.1.1.5.0
# . private
[# router_advip MIBs Syntax : OctetString
& sw?tch_12 M;Bs Access read-write
(# switch_multiLayer MIBs
I e e An administratively—assigned name for this managed node. By conventi
P = qualified domain name. If the name is unknown, the walue is the zero
< >

.iso. org. dod. internet. mgmt. mib-2. system. sysName. 0

fjens R > (e e ages (O (2R | @ Eeir =6 o o w2 776 -

TANVE DB ERES H_Eay e —FER . IERATRIE N — T W14 0 h
ostname, % R1 Zf xiaoTrouter. Ui #E/E:

51CTO EF % -----tom9916 http://9916376.blog.51cto.com/ 58



91CT0.com
HRME oo

‘ Fﬁlilllu

PacketTracer 5.2 SZI6F8 75 2471

‘.Physical H Config | Desktop |

NIB Browser n

Address: [192.168.1.1 0ID:

[1.36.1.2.1.1.5.0 |

[ Advanced. . . ] Operations: |Set v| [ GO ]
Result Table
SHMP MIEs
(= MIB Tree Hame/0ID ¥alue Type
(=) router_std MIBs 1S OctetS. . .
= .is0 I @
E-.org
(= . dod
(=l . internet
= .mgmt
= o mib-2 01D 136121150 |
=) . system
. sysDeser Data Type [0ctetString v]
. sysObjectID >
. sysUpTime Value \xiso'l'rou‘.e| |
. sysContact
. sysName
. sysLocation [ 0K ] [ Cancel ]
[ . interfaces
@ ip ]
.ospf Haf
& .rip2 oL
.private
[# router_advip MIBs Syntax : OctetString
G- switch 2 MIBs Access read-write
[#- switch_multiLayer MIBs i
Prassspmen An administratively—assigned name for this managed node. By conventi
P : qualified domain name. If the name is unkmown, the wvalue is the zero
< >

.1s0.org. dod. internet. mgmt. mib-2. system. sysName. 0

& 7SR

of [zl

‘ FEsir

¥ Cisco Pa...

¥t operations BN set, ARG FTEL OID 7 &, KRR 7778 ) (SNVP
FEFRIRIZ I ASN. 1 S RIEVER R, Value 2R ATEBMHIE xiaoTrouter,
SRJG R OK, P il GO. AT FEE, EBBEMaATHEJ LA
FARREIER T . W TE:
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¥ Router0 B@@

| Physical | Config ‘ CLI |

I0S Command Line Interface

[

R1l>

R1>

Rl>

Rl>»en

Rl>enzble

R1g

R1g

R1g

Rlg

R1g

R1g

R1g

R1z

Rlg

xiaoTrouter$

xiacTrouters

xiacTrouters

xiacTrouterg

xiacTrouterg Lid
xiacTrouters v

FE Ll

FEIEIE PC b MIB KFRHUH HH (1) sysname 5t nl LLE 3 J& xiaoTrouter [ o

PT [¥) SNMP SRIRE R BIX T, ZHAAI LI A KFAEH A T iR,
RS AE 56 ST FL S (1) SNUP 5256, N4 SNMPe 7. O B AN TR, /] LA
PSS HE @ SR, AR

AMFE A PT A A2 MIB JHA:

System: IX/NJEMEHIR M4 K% 2T, MEE.

If: W& ENS, YEEHhEeE

At: 5K ARP 15 K.,

IP: TP HuhERIEK R S5 R .

OSPF: OSPF HJAH IS .

RIP2: rip MrAIHHRAE R

Private: cisco AH I MIBAEET £l #ith, /T HiEEFWH.
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SNMP 1) A 25 B IR S IR ORRE VR IR, A R PSSl 2 58 e, /) T UG
B, 3EF B 20 SNUP BRI AR A 142 TUA IR QQ 5, KM BLATH
Tk !

B fE AT AN SZ6 1K) PKT SO http://9916376. blog. 5lcto. com/468239/21
0637
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—1& CCIE 524/

il

FERAPE & X8 TE SEH AR (http://g. Sleto. com/ciscotest/54780),
XF H % MPLS VPN WIRIA N TR, 727 BIX 1E B)seie e, ¥ M 1 1S-1S, OSPF,
BGP, MPLS A1 MPSL VPN Z5Z5 &, O A AR — &k, L0405 RIXIE 1E
SIS I, SRR BIHME R MPLS VPN fIBS X3 (£ 1SP) HYsEPl. X
PIASEBIDISK, —EAEDFFEEIE N MPLS VPN S206 il 1, /2548 T MPLS VPN
ESEOT TR, TR K2 HBOR — kB — A ECE, A A VRGN U B
—-AMEE. RJE, EIRECHER 80 246 BUREY, B DA
MPLS VPN %%} (MPLS Configuration on Cisco I0S Software) , iXAFIRLF
MPIYFIR T T MPLS FL B, TS, A FH AN B 0 25 kAR T
ML s, BHEBZ S A T 42 MPLS VPN ] Option A. Option
B. Option C&FMEE. N T 5EMIXIE 1E SLIG, BT/ T JRAHK CPU &2
FF4 3.0, WEHAG 512M, N T T54 CPU I AE RS, I RAEIABIIX v ges 2
SROLBENTAE BHR M 10S, ARG cisco 10S HRHM:, iERE
AR T X VGRS R ARZL K 10S (¢2691- jk903s-mz. 122-15. T17. bin, FEFM
PLS VPN, #R%75 KWIE LDP 1, IESCHFH TPSec VPN 454E) , HARKE T H
CUAREER T0S, (AR SER A%, PR RE 5, FRIC g 1 A A,
A PAYE, AT e R, BRI EAR IR ERE T o /N T FIFA A A M 25 5
F, PrBA, FEMRACURIXIE TE SER @ i i, s Has i, SLAGraL, i
KRR B PE.

o}

FEITHIRYFIA A R BRI 22 /T, H e — T, JAMAYIXIE T8 L5 (http:
//g.5lcto. com/ciscotest/54780) , FRITERL 1 85% A A, A LLdn i 7 1, K
6] IR T 7V, (HBRERE O 2 1, 1678 RN T 3— &8 —
T

BLfE, JCHII0 MPLS VPN, C4%:3]7 Ipsec VPN, PPTP, 12tp, SSL VPN, E
asy VPN VPN HR, MPLS VPN (450w AT ri B2 R 40007 KB, 72—
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VIR I LA, 4 MPLS VPN U2 #E 451> PE E%EE%EJ:, HEAH T 2
SREEILS 3R, A HRAR AL, MEAR, Wi, —& PEMH EA
O A1 6% T SRR IO P 56 R 5 S 2 BRATIAL I 14 i E 2 F) B85 R A 2 X B R R P
B AIAT, [RIFE 2 8% b 2 m [ 66 R AE AL R i P 3R Bt A B AN B i B AT
A LAE Gl — N A AR R T 2 E 2 i PR R AR R AR E O A SR i
H.

FEVRRA TR I, SEHBT, DT R RAENSHERE, R EE
sz R, ERBOERMANR . AR, WRNBAREERZ, N fE
KA, AU E R R R ECE R . SR DR e A, Al D
OIS RIC R, IR T Ak A2 B O HE B R P B R A

B, SRR MR A

CCIE Service

PI‘OVideI‘ ﬁwi% 192. 168. 202. 0/24 e

99.99. 35. 0/24

¥2/0 FE 66 "66

Sl I NTHIfE
172. 99, 11. 0/24 QQ: 501950872

HRPEGIE (http://g. 5lcto. com/ciscotest/54780) Zr#T, FEARKIAILE T,
R1 & CE, R2. R3. R4, R5 HIZ PEWZ P, R6ZP (P Ok has, THAL
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&34 VPNv4 (R H, i PE Z [AI4FAE P 14, J84 PE ) VPNv4 B% BH A P s £ i
i, T PE ANREAH B4 2] 2% D o AE 22K R1. R3. R5 i@t MPLS VPN,

ik 172.99. 11. 0/24.192. 168. 202. 0/24.172. 99. 5. 0/24 iX LEFA M HEEH ELIE{E .
fa] IR — T, BEid g, DARL 2 RS HUIEFRE, RI A 172.99. 11.0/24 £ 172.
99.5.0/24, H%, BAESENRL, BT RLJE CE, FB-A B mh il X3 i % i 2% —
FEIERER H AR HIEE (T8 H 2R, R1€->R2.R2€>R3, R3&DR5 &

HERKD) , BEFEAS]R2, BT R2 A R1 AHZERFE LIS 1 M 40les ek Rk,

LKA 2E HSEIEE H, ERR B B, RIEEER M, TP A
PUbRE RS, T A MARZEE S, 78 MPLS ¥4, 7Bk B AR 710 PR, #2
ANWIFRE AT AT T . B)I8 HAR PE I, EBRAMIRES, ERUH MR, %
Y DL BB IR B R, MAERLMEE L 25, 2 a5l 1P & T

CLF, sk 1P Ak :

loopback:

R1:99.99.0.1 255. 255. 255. 255
R2:99.99. 0. 2 255. 255. 255. 255
R3:99.99. 0. 3 255. 255. 255. 255
R4:99.99. 0.4 255. 255. 255. 255
R5:99.99. 0.5 255. 255. 255. 255
R6:99.99. 0. 6 255. 255. 255. 255

HERE 1P:

R1<———>R2

RI 172.99.12.1 255.255. 255. 0
R2 172.99.12.2 255.255. 255. 0
to YW

RI 172.99.11.1 255.255. 255. 0

R1{—>R4
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R1 172.99.14. 1 255.255.255.0
R4 172.99. 14. 2 255. 255. 255. 0

R2{—>R4
R2 99.99.24.1 255. 255.255.0
R4 99.99. 24. 2 255. 255. 255. 0

R2{=—>R3
R2 99.99.23.1 255. 255. 255.0
R3 99.99. 23. 2 255. 255. 255. 0

R3{—>R4

R3 99.99.34. 1 255. 255. 255.0

R4 99.99. 34. 2 255. 255. 255. 0

to YW

R3 192.168. 202. 1 255. 255. 255. 0

R3<—>R5
R3 99.99.35.1 255. 255.255.0
R5 99.99. 35.2 255.255.255.0

R4<——>R6
R6 99.99. 46. 2 255. 255. 255. 0
R4 99.99.46.1 255.255.255.0

R5<{——>R6

R5 99.99.56. 1 255. 255. 255. 0
R6 99.99. 56. 2 255. 255. 255. 0
to YW
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Rb 172.99.5.1 255.255.255.0

FAE @IV E (FE: /b T JRAEH 3L T e B D IR,
X B AR S R U E D o ANEREMEL, RN TR,
X R FEA, (HORH W R T AN AR 2 NICELF 1 1P LS IR,
i, HEE TR, BAEE RPN IP HihEEE T BTRL, N T RS, X

WIREE, ERCEL IPJ5, %6 Ping — NEEN IP &5 1, fEME IP IS

IR T —F

IGP BEAGE AL E , 7EiX — DR E A TH W I6P Hhill, 4. RIP,
IS-IS, OSPF %54%, il AS il as#R 22k o ERX — D BRI % 2 155
T

JFJE MPLS . ik AS PRI HI 70 R M2 SIARRE, IR A MFRE .

BGP i & . Fic B 4 EBGP A1 TEBGP ABf&, #R¥E 7 RibA[H AS [A]2%
SJEIXFF7 AS I BGP B HA

Bt & MP-BGP. il MP-IBGP 1 MP-EBGP 41 & & 37 #2 5K . MP-GBP /X
FH SR A% 38 R 2% 5] VPNvA B H .

£ PE L BUEE VRF RIS IR 32) , K5 CE MR LA
FIAHSI VRE . fE PE b, ¥4 VRF BRHE R AT SIS CE MR PR, CE Bk
HY & AT 2 VRE

CE & A B o BRICFIT 1@ s i B2 —FE . afhs
B H FRFE B H o

Gy ST iy A T BLARRE, VRN IETE R K B4 A TR

ip cef (JF)a cisco i cef #£K)

mpls label protocol ldp (MPLS HUAREEPMILESEDY 1dp, cisco FAFTHIN
tdp)

int s1/3

mpls ip (FZIFFJE MPLS)
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mpls mtu 1520 CHHF MPLS VPN )%t KT 1 1500, ik & N 1520)

router bgp 99

no bgp default route—target filter ({F MP-EGBP tfr, AN, NJowk
36 VPNv4 B HHD

address—family vpnv4 (VPNv4 Hihl %L &)

neighbor 99.99.0.2 activate Ui MP-GBP ] MP-IBGP 4l )& )

neighbor 99.99. 0.2 send-community extended (& ik /A& 14 £F VPNv4
I A A% )

neighbor 99.99. 0.2 next—hop-self ( F—Bkf5m H )

neighbor 99.99.35.2 activate CJiF MP-GBP [¥] MP-EBGP 4 &)

neighbor 99.99. 35. 2 next-hop-self

ip vrf xiaot (GUEMENIE KF

rd 1:110 (X35

route—target export 2:110 (1 Hhxfe HiArii)
route—target import 2:110 CiH1 HFriE2kriR)

exit

int s 1/1

ip vrf forwarding xiaot (FriE VRF)
ip add 172.99. 14. 2 255. 255. 255. 0
no shut

exit

router ospf 299 vrf xiaot ({E VRF HiziT5 CE AH[A IS P, X420

PSE, HABWMYA AR, KREXERTTED
router—id 99.99. 0. 2
network 99.99.0.4 0.0.0.0 area 0O
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nal

ol

ol

network 172.99.12.0 0.0.0. 255 area 0

redistribute bgp 99 metric 1000 metric—type 1 subnets CFfif BGP %%
PUAI % B & 3 ospf BEHIHPR)

router bgp 99

address—family ipv4 vrf xiaot (ZEFELEEE HHPML N NEEAS VRE FEFERCED
redistribute ospf 299 metric 1000 match internal external 1 exter

2 (K5 OSPF HL A Ai& BGP o)

PR R, (s, VEA KM LS A A )
R2. R3. R4 [ IS-IS AF R A

R2#show clns neighbors

System Id Interface
R3 Sel/3
R4 Sel/2

R3#tshow clns neighbors

System Id Interface
R4 Sel/0
R2 Sel/3

R4#tshow clns neighbors

51CTO HEF1H % -----tom9916

SNPA State Holdtime

*HDLCs* Up 25
*HDLC* Up 21
SNPA State Holdtime
*HDLCx* Up 20
*HDLC* Up 29

http://9916376.blog.51cto.com/|
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L1 IS-IS

L1 IS-IS

Type Protoc

L2 IS-IS
L1 IS-IS
68



91CT0.com a4 &b
4

HAEE bloo PacketTracer 5.2 SL36 T8 7 R 51

System Id Interface  SNPA State Holdtime Type Protoc
ol
R3 Sel/0 *HDLCx* Up 26 L2 IS-IS
R2 Sel/2 *HDLC* Up 27 L1 IS-IS
DAEE R
CE _Eff5L:
Rl#tshow ip route
Codes: C — connected, S - static, R — RIP, M - mobile, B — BGP
D - EIGRP, EX - EIGRP external, O — OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
E1l — OSPF external type 1, E2 — OSPF external type 2
i — IS-IS, L1 - IS-IS level-1, L2 — IS-IS level-2, ia — IS-IS inter
area

* — candidate default, U — per—user static route, o — ODR

P - periodic downloaded static route

Gateway of last resort is not set

99.0.0.0/32 is subnetted, 1 subnets

C 99.99.0.1 is directly connected, LoopbackO

172.99.0.0/24 is subnetted, 4 subnets

C 172.99.14.0 is directly connected, Seriall/l
C 172.99.12.0 is directly connected, Seriall/0
C 172.99.11.0 is directly connected, FastEthernet0/0

0 El1 172.99.5.0 [110/1100] via 172.99.12.2, 00:00:20, Seriall/0

0 E1 192.168.202.0/24 [110/1100] via 172.99.12.2, 00:00:20, Seriall/0
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GBI R2 Y VPNv4 5% 8 & A iR 1D

Rl#ttraceroute 172.99.5.1

Type escape sequence to abort

Tracing the route to 172.99.5.1

1 172.99.12.2 116 msec 32 msec 16 msec
2 99.99.35.1 [MPLS: Label 30 Exp 0] 92 msec 156 msec 116 msec

3 172.99.5.1 212 msec * 284 msec

PE _LHIE R

R2#tshow mpls forwarding—table C(ZARIFRZE)

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC  or Tunnel Id switched interface
16 Pop tag 99.99. 0. 3/32 4230 Sel/3 pointZ2point
17 Pop tag 99.99.0.4/32 3633 Sel/2 pointZ2point
18 Pop tag 99. 99. 34. 0/24 0 Sel/2 pointZ2point
Pop tag 99.99. 34. 0/24 0 Sel/3 point2point
22 Untagged 99.99.0.1/32[V] 0 Sel/0 point2point
23 Untagged 172.99.14.0/24[V] 0 Sel/0 point2point

24 Aggregate  172.99.12.0/24[V] 636

R2#ishow ip bgp vpnv4 all labels (FAMFRZE)
Network Next Hop In label/Out label
Route Distinguisher: 1:110 (xiaot)
99.99.0.1/32 172.99.12. 1 22/nolabel
172.99.5.0/24 99.99.0. 3 nolabel/30

172.99.12.0/24 0.0.0.0 24/aggregate (xiaot)
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172.99.14.0/24  172.99.12.1 23/nolabel

192. 168. 202. 0 99.99.0.3 nolabel/27

R2#tshow ip route vrf xiaot (A FEFLES TR )

Routing Table: xiaot

Codes: C — connected, S - static, R — RIP, M — mobile, B — BGP
D - EIGRP, EX - EIGRP external, O — OSPF, IA — OSPF inter area
N1 — OSPF NSSA external type 1, N2 — OSPF NSSA external type 2

E1 — OSPF external type 1, E2 — OSPF external type 2

i = IS-IS, L1 — IS-IS level-1, L2 - IS-IS level-2, ia — IS-IS inter

area
% — candidate default, U - per—user static route, o — ODR

P - periodic downloaded static route

Gateway of last resort is not set

99.0.0.0/32 is subnetted, 1 subnets

0 99.99.0.1 [110/101] via 172.99.12.1, 01:23:33, Seriall/0

172.99.0.0/24 is subnetted, 3 subnets

0 172.99.14.0 [110/300] via 172.99.12.1, 01:23:33, Seriall/0
C 172.99.12.0 is directly connected, Seriall/0
B 172.99.5.0 [200/0] via 99.99.0.3, 00:09:55

B 192. 168. 202. 0/24 [200/0] via 99.99.0.3, 00:10:25

(iB3d MP-BGP 2 F 8% H)
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R5#ping vrf xiaot 99.99.0.1 (f£R5 EMl MPLS VPN, /N T HmlifH4s RS i
ANCE T, MR C AR RERE T

Type escape sequence to abort

Sending 5, 100-byte ICMP Echos to 99.99.0.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 92/132/164 ms

JEE:

ARYGRIG /N T R 52 TR A SEM 1 85% A A7, A — s i ik Jre A e 1t
e, BESREWAR 1o Xk ses, T HA SR, BRRZHAR
w7, AHIEAEIRN, JFEIEAME B A, (R AR RIS I, 7 B T
T B RIARAT 22 MPLS VPN o5 7 K& INHE] . 37 0F HIRR A T, B E RO
A, EEOTE. RRSER, AR, KiESAHEARITE, N TRRE, BAR
A ASRA Re A i ARk |

KR BRI = 11

INT

VM E VR BC BT R http://9916376. blog. 5lcto. com/468239/21
7626
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PacketTracer 5.2 ] IPsec VPN 2% 8H (Ff
PacketTracer 5.2 F##ul)

(L2 : www.renzhengwang.com(J5 FRIZ) ]

Iff v v

REUF! FNT!

RIS, Bk, VPN AR EAF I E4R T % MPLS F1 VOIP [HEA 3
BALMDLFE PacketTracer T KFEGE AN LTSS . 5 KRR 0 ZR T AL
FQQ: 501950872

JEIEFAZ UL T ! B PacketTracer 5.2 IXAMBLZRA) VPN SE6 U (UGS, &BiE
REFRIE)

PacketTracer 5.2 F#thht: (E#ESHRREHRATLLFET)
ftp://renzhengwang:renzhengwang@www.renzhengwang.com/sim/PacketTracer%
205.2_setup.rar

PacketTracer iX B4 A%, BAREEAS b TORER I A1/ UGBTI S, (HAE MW= E T, B4,
AN IEAS o AL STE TR SE M SRR ThRE (Re B S 28 TR, Rede )
BIEEREE) |, BEINTRY) A MR INEI 2 >] . 1£ PacketTracer 5.2 Z Hif) PacketTracer
AU B ERAREM VPN 256 . PIFE PacketTracer 5.2 AJ LA VPN, {HIhREGR, RALM—
#5r VPN S256, 40 IPSEc VPN fl easy VPN. CEAEITHEIRM VPN, &4 K
B2 AN FUBEUERD

PIERLIT 4G PacketTracer 5.2 () IPsec VPN s2i:  (FifEd VPNLIPG 2R3 4M)

W £ H R R — T

Router 1 #ALEL Internet W (LS, wi& A A IP Hubkek tH Bk 4%, 7EUimE s, M
7E VPN HiAR B R R ff v 5 58 5 0 385 6k Internet g e P38 AL A Mk 174 322 8 14D

Router 3 N/, Router 4 R7i.

IP #i &

Router 1 FastEthernet0/0 200.1.1.1 FastEthernetO0/1 100.1.1.1

Router 3 FastEthernet0/0 192.168.1.254 FastEthernetO/1 100.1.1.2

Router 4 FastEthernet0/0 200.1.1.2 FastEthernet0/1 192.168.2.254
PC1 : 192.168.1.1/24

PC2: 192.168.2.1/24

SEEG B R LSRR S A AL Hhk RIS | CR AT AR IR AC B i —i, 20608 VPN Bt & ¢
i, EEBCE VPN, PC1 Z2ARS P C 2 MH Pingi#)

BLEWF:

Routerl L& (Internet) :
interface FastEthernet0/0

ip address 200.1.1.1 255.255.255.0
no shutdown
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interface FastEthernetO/1
ip address 100.1.1.1 255.255.255.0
no shutdown

Router 3 It & :

crypto isakmp policy 10
encr 3des
hash md5
authentication pre-share

crypto isakmp key tom address 200.1.1.2
crypto ipsec transform-set tim esp-3des esp-md5-hmac

access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255

crypto map tom 10 ipsec-isakmp

set peer 200.1.1.2

set transform-set tim

match address 101

interface FastEthernet0/0

ip address 192.168.1.254 255.255.255.0
no shutdown

interface FastEthernet0/1

ip address 100.1.1.2 255.255.255.0
no shutdown

crypto map tom

ip route 0.0.0.0 0.0.0.0 100.1.1.1

Router 4 [ E :

crypto isakmp policy 10
encr 3des

hash md5
authentication pre-share

crypto isakmp key tom address 100.1.1.2

crypto ipsec transform-set tim esp-3des esp-md5-hmac
!

crypto map tom 10 ipsec-isakmp
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set peer 100.1.1.2
set transform-set tim
match address 101

access-list 101 permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
interface FastEthernet0/0

ip address 200.1.1.2 255.255.255.0

no shutdown

crypto map tom

interface FastEthernet0/1
ip address 192.168.2.254 255.255.255.0
no shutdown

ip route 0.0.0.0 0.0.0.0 200.1.1.1

%, PC1MIP C 2 ¢ H Ping . (f£ Ping e, £ FE LM, BINAERST IPSec
VPN {#37) « H show crypto isakmp sa #1 show crypto ipsec sa f¢%E %) IPSec V

PN #r i 4 () N RS

PLE, #tfeFe ] PacketTracer 5.2 fiff) VPN Sz !

AH AR, EWHERFKIRIE!
IR
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a|(HE 0N L0 8 ML

LO?iCB' [Root] New Cluster Move Object Set Tiled Background

- ~—
T 2811 e ——
- ——
- Router1 —
- .
- ~
W 28
11 Routdard
R$ter3 \\
i \
] !
ﬁ \
4 g{l
PE&':T PC-PT
PC2
< (1) 2
Time: 00:34:20 I Power Cycle Devices Re
-~ ] (7l
1G]
7 1

AIRIEINE T http://9916376. blog. 51cto. com/468239/196247
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B A CA (BFEP) ARS-23u5 M Bus A VPN 246

Cisco routers as certificate authorities
Site to site

Cisco 3640 Cisco 3640

E0/0

Internet

192, 168, 1.0/24

X2 F LR Fi B AU AR A 5% T8 e 150 VPN 256 /N T 3R R 148 K.
SIS FEASE Y

JEBH cisco 3640 BSHIEN ca MRE%S, 43 in L ERiE RARIE
FAECHBRAIUET, Sdn H O REIEB M E SRR IE.
2. 55D IR

SER AR E

enable

conf t

hostname zongbu

no ip domain-lookup

line console 0

logging sy

exec-time 0 O

exit

interface ethernet 0/0

ip address dhcp GREUHizE A 200.1.1.2, B FREL—&68 ik, T —8k 200.1.1.1)
no shut

exit

interface ethernet 0/2

ip address 192.168.1.1 255.255.255.0

no shut

no keepalive

exit

A INE- NI

enable

conf t

hostname fenbu
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no ip domain-lookup

line console 0

logging sy

exec-time 0 O

exit

interface ethernet 0/0

ip address dhcp GREUAHbE A 210.1.1.2, [ARFSRE— &g d, T8k 210.1.1.1)
no shut

exit

interface ethernet 0/2

ip address 192.168.2.1 255.255.255.0
no shut

no keepalive

exit

MERES AR ca RS AR E

clock set 10:25:00 apr 18 2009

IS [a] 26 2T E B 7y 30N () 75 55 650 ca INF[R][A) 22, IR ICE, &6 ca RS AR S
3B 1] 5 S F B AN 5] 22 ISR EUAN BE 45)

ip domain-name t31.com

crypto key generate rsa general-keys label lab modulus 1024

ip http server (MRS LI )E)

crypto pki server lab (f]# ca k4454 5N lab)

issuer-name CN=zongbu.t31.com,L=changsha,C=CN (3#%5 ca IR 211 E)
no shutdown (FFJ8 ca R4, FEr2 AR MIEF)

%Some server settings cannot be changed after CA certificate generation.

% Please enter a passphrase to protect the private key
% or type Return to exit

Password:

Re-enter password:

(IR NN —ADKT 7 FRIEDR AP, DA
% Certificate Server enabled.

(ca R&HE, # ca BIEERERIE, RGEIGEFERD
zongbu#show crypto ca certificates (#% ca RIEH)
CA Certificate

Status: Available

Certificate Serial Number: 01

Certificate Usage: Signature

Issuer:

cn=zongbu.t31.com

I=changsha

c=CN

51CTO HEFF & -----tom9916 http://9916376.blog.51cto.com/| 78



51CT0.com 4 Ry
e

HAEE bloo PacketTracer 5.2 SL36 T8 7 R 51

Subject:

cn=zongbu.t31.com

I=changsha

c=CN

Validity Date:

start date: 10:25:41 UTC Apr 18 2009
end date: 10:25:41 UTC Apr 17 2012
Associated Trustpoints: lab

SAE M A W SRRIET G SAE R 3 CHRIERIET, WA SRS IE AR FD
crypto ca trustpoint 200.1.1.2 (48 A{S/E 5D

enrollment mode ra

enrollment url http://200.1.1.2

exit

crypto ca authenticate 200.1.1.2 GFRHIEF)

Certificate has the following attributes:

Fingerprint MD5: BA3F31AF 9E701632 D393AC08 36BCC5DD

Fingerprint SHA1: 9EDD4FFF 4F231045 85218C21 8FCDD867 24B2874F
% Do you accept this certificate? [yes/no]: y

Trustpoint CA certificate accepted.

crypto ca enroll 200.1.1.2 (&R H SRR &IE)

% Start certificate enrollment ..

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

Apr 18 10:30:53.423: %CRYPTO-6-AUTOGEN: Generated new 512 bit key pai
r

Re-enter password:

% The subject name in the certificate will include: zongbu.t31.com

% Include the router serial humber in the subject name? [yes/no]: n

% Include an IP address in the subject name? [no]: n

Request certificate from CA? [yes/no]: y

% Certificate request sent to Certificate Authority

% The 'show crypto ca certificate 200.1.1.2 verbose' command will show the
fingerprint.

Apr 18 10:31:00.143: CRYPTO_PKI: Certificate Request Fingerprint MD5: FF5
49ED7

0F2050DD 712E3CEB AC68AB6F

Apr 18 10:31:00.143: CRYPTO_PKI: Certificate Request Fingerprint SHA1:
784D0OFB9 B67FAOBC 8AA900EE BD61A0A8 D1627511
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GE: i ca, IEPRTIMAN, HIIERHEERE)

zongbu#crypto pki server lab info requests

(&FE ca WiFRMER, lab AE XK ca RELF

Enrollment Request Database:

Subordinate CA certificate requests:

ReqlID State Fingerprint SubjectName

RA certificate requests:

ReqlID State Fingerprint SubjectName

Router certificates requests:

ReqID State Fingerprint SubjectName

1 pending FF549ED70F2050DD712E3CEBAC68AB6F hostname=zongbu.t31.co
m

I B B A UE i SR R EERDIRES)

zongbu#crypto pki server lab grant all

CAPTAIERERBAT IR, all oy, W&, HEeE 2 RE B o ) Reql
D,

LR B, IEBHAUR TR

Apr 18 10:35:16.487: %PKI-6-CERTRET: Certificate received from Certificate
Authority GREXENEF)

zongbu#show crypto ca certificates
(HNPESE, AW MEBRIER MM BRIED, (HEBRL ca H O AERRIERM
H CIA H O3 K ERIEF & —FE8. )

Certificate

Status: Available

Certificate Serial Number: 02
Certificate Usage: General Purpose
Issuer:

cn=zongbu.t31.com

I=changsha

c=CN

Subject:

Name: zongbu.t31.com
hostname=zongbu.t31.com

Validity Date:

start date: 10:33:44 UTC Apr 18 2009
end date: 10:33:44 UTC Apr 18 2010
Associated Trustpoints: 200.1.1.2

CA Certificate
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Status: Available

Certificate Serial Number: 01
Certificate Usage: Signature

Issuer:

cn=zongbu.t31.com

I=changsha

c=CN

Subject:

cn=zongbu.t31.com

I=changsha

c=CN

Validity Date:

start date: 10:25:41 UTC Apr 18 2009
end date: 10:25:41 UTC Apr 17 2012
Associated Trustpoints: 200.1.1.2 lab

Sy HR G H AR A E

clock set 10:25:00 apr 18 2009

CHSF a] 26 2T B 2 F0 N 1) 75 15 0 ca INFIA] [R) 22, 43 I 18] 5 AN 8] 282 ISR ECAS BIEF5 ) o
ip domain-name t31.com

crypto key generate rsa general-keys modulus 1024

crypto ca trustpoint 200.1.1.2 ($BAfEESD

enrollment mode ra

enrollment url http://200.1.1.2

exit

crypto ca authenticate 200.1.1.2 GFRHIET)

Certificate has the following attributes:

Fingerprint MD5: BA3F31AF 9E701632 D393AC08 36BCC5DD
Fingerprint SHA1: 9EDD4FFF 4F231045 85218C21 8FCDD867 24B2874F
% Do you accept this certificate? [yes/no]: y

Trustpoint CA certificate accepted.

crypto ca enroll 200.1.1.2 (&R H SR ALIER)

%

% Start certificate enrollment ..

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

Re-enter password:

% The subject name in the certificate will include: fenbu.t31.com

% Include the router serial humber in the subject name? [yes/no]: n
% Include an IP address in the subject name? [no]: n
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Request certificate from CA? [yes/no]: vy

% Certificate request sent to Certificate Authority

% The 'show crypto ca certificate 200.1.1.2 verbose' command will show the
fingerprint.

Apr 18 10:41:46.151: CRYPTO_PKI: Certificate Request Fingerprint MD5: 8D7
E2D33

E1DB8402 1F35D41B 6B3AFB9B

Apr 18 10:41:46.151: CRYPTO_PKI: Certificate Request Fingerprint SHA1:
A805BCFD CC113FB2 29FD572A AE1E996B ACC08D4B

GE: it ca, IEPRTIMAN, HIIERHEEERE)

zongbu#crypto pki server lab info requests

Enrollment Request Database:

Subordinate CA certificate requests:

ReqID State Fingerprint SubjectName

RA certificate requests:

ReqID State Fingerprint SubjectName

Router certificates requests:

ReqID State Fingerprint SubjectName

2 pending 8D7E2D33E1DB84021F35D41B6B3AFB9B hostname=fenbu.t31.com
338 ) B A IE i SR R EERDIRES)

zongbu#crypto pki server lab grant all

CAPTAIERER BT UK, all 2o, W&, HEeE RGBT ) Reql
D,

SR B A, IERUR TR

Apr 18 10:44:07.007: %PKI-6-CERTRET: Certificate received from Certificate
Authority (GRHEEEF)

fenbu#show crypto ca certificates

(I3 B34S T ARIEF A H 2R IE )

Certificate

Status: Available

Certificate Serial Number: 03

Certificate Usage: General Purpose

Issuer:

cn=zongbu.t31.com

I=changsha

c=CN

Subject:
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Name: fenbu.t31.com
hostname=fenbu.t31.com

Validity Date:

start date: 10:43:55 UTC Apr 18 2009
end date: 10:43:55 UTC Apr 18 2010
Associated Trustpoints: 200.1.1.2

CA Certificate

Status: Available

Certificate Serial Number: 01
Certificate Usage: Signature

Issuer:

cn=zongbu.t31.com

I=changsha

c=CN

Subject:

cn=zongbu.t31.com

I=changsha

c=CN

Validity Date:

start date: 10:25:41 UTC Apr 18 2009
end date: 10:25:41 UTC Apr 17 2012
Associated Trustpoints: 200.1.1.2

3.VPN fCE

S E

crypto isakmp policy 10
encryption 3des
authentication rsa-sig
hash md5

grou 2

exit

crypto ipsec transform-set tim esp-3des esp-md5-hmac

mode tunnel

exit

crypto map tom 1 ipsec-isakmp
set peer 210.1.1.2

set transform-set tim

match address 101

exit

access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255

interface ethernet 0/0
crypto map tom
exit
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I E

crypto isakmp policy 10

encryption 3des

authentication rsa-sig

hash md5

grou 2

exit

crypto ipsec transform-set tim esp-3des esp-md5-hmac
mode tunnel

exit

crypto map tom 1 ipsec-isakmp

set peer 200.1.1.2

set transform-set tim

match address 101

exit

access-list 101 permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255

interface ethernet 0/0

crypto map tom

exit

4. M-

fenbu#ping 192.168.1.1 source 192.168.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.2.1

Success rate is 40 percent (2/5), round-trip min/avg/max = 144/145/152 ms
55056 M4

AR SESG AT LA — AN 4518, R a4t ca k5548 XA VPN 1,

WA A E O IE R AR
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PacketTracer 5.2 % 7T AAA Itj Easy VPN 3%

FEHEZ P (Cisco PacketTracer 5.2 il 2% Fasy VPN SZEGFREG)
BT I N P AUE 2 B 2% B P 2 B I I A GIE . A RISEEe R AL P
acketTracer 5.2 CEAFFENKMHERCE (PacketTracer 5.2 [ IPsec V
PN SEESUiBH (Bt PacketTracer 5.2 TF#HuAE) ) O H HM I AAA IR DhRESRIA
UEZ AL Easy VPN,

BB, AAA BZIAIE (Authentication) , ##AX (Authorization) , ®it
(Accounting) X=ANHIAMAEE . (FEENA, S iHEHEHRA R —m
CERT B o fATERYE AAA FFEA AR RS, — DA AR R A
RERENBEA: AR5 AR AH S (BRI, T R A SRR s 8 oF M s R AR A
1

Fasy VPN bl B IH% (Cisco PacketTracer 5.2 ffll2%[(] Fasy VPN
SLIGTER) o AUURAE (Cisco PacketTracer 5.2 MEfLl 38/ Easy VPN SEi6 ik
F) (R FR A AAA RG2S, SEERIEEAGEBIERCE, WIIER SCE . AR
B0y EE AR AAA

4 e eE(
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Logical [Root] New Cluster Move Object Set Tiled E
~7
=i
100.1.1.1/24  fof1 | £0/0  200.1.1.1/24
Aos11

/7 Internet W\
~N

s/
/ S
P
100.1.1.2/24  f0/1 //
. s

192.168.1.254/24 £0/0 2811
zongbu

At

192.168.1.1/24
gateway:192. 168, 1. 254

. 192. 168. 1. 2/24
Server-PT PC-PT  ateway:192.168.1.254

Server0

<

\\ f/0  200.1.1.2/24

—
..‘-".‘» >

2811 £0/1
yuancheng N\

172.16. 1. 254/24

172.16.1. 1/24

Laptop-PT
gateway:172.16.1. 254

Laptopl

Time: 00:08:41 I Power Cycle Devices

KRR AA RS SECE I T
M AR 55 2 bR, #EFf Config, FEIEFE AAA:
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f RPN

¥ Serverl

Physical | Config l Desktop

| GLOBAL

| Settings

[ Algorithm Settings

|  SERVICES

HTTP

DHCP

TFTP

DNS

AAA

NTP

INTERFACE

FastEthernet

(
(
(
(
| SYSLOG
(
(
([
[

AAA
Service ® on O off Radius Port |1645
Network Configuration
Client Name | router | cienttP  [192.168.1.254 |

Secret |123 I ServerType |Radius VI
ClientName ClientIP ServerType Key
1 router 192.168.1.254 Radius 123
—
User Setup
UserName |xiaoT Password i123 ]
UserName FPassword
1 xiaeT 123
M

AAA R 5545 BC B TR : Clientname EFEEY, Client IP JEARATERE HL1
H 2% A L 25 0 28 ¥ 4 £ TP Hihik. Secret /& AAA %% 23 545 PG4 4 4 2
%, ServiceType /WX Y, Radius /& [EPrbr#fE, Tacacs & cisco &
A ASEIAE N Radius. FCE M A REBMERTR, & 7 .
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SLER S H ) AAA Easy VPN FiE .
aaa new—model
aaa authentication login eza group radius (f#FH AAA IAIIE)

aaa authorization network ezo group radius

radius—server host 192.168. 1.1 auth-port 1645 key 123 (3B 15 AAA IRZS58
) TP Mk F254H, 1645 /& Radius IERIAGR [15)

crypto isakmp policy 10
encr 3des

hash mdb

authentication pre-share
group 2

exit

crypto ipsec transform—set tim esp—3des esp—mdb—hmac

ip local pool ez 192.168.3.1 192.168. 3. 100
crypto isakmp client configuration group myez
key 123

pool ez

crypto dynamic—map ezmap 10
set transform—set tim
reverse—route

exit

crypto map tom client authentication list eza
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crypto map tom isakmp authorization list ezo
crypto map tom client configuration address respond

crypto map tom 10 ipsec—isakmp dynamic ezmap

interface fa 0/1
crypto map tom

exit

I
PRI 3 2E R A ) VPN Hag N0 R 2.

GroupName: myez
Group key: 123
Host IP(server IP): 100.1.1.2
Username: xiaoT
Password: 123
st connect, MiSiRRERE L, WANSERTRE IP b, CGFxDS L&
b2, ERERENRTR T, Tpsec VPN BhEIR, RO LAMERAER, FHRTT
¥, f£ping —F 100. 1. 1.2, &% Basy VPN) . Easy VPN #AJ5, Al pin
g ST b AE !

CPRA A A F A 38 P A 8 52 A PRT SO
http://9916376. blog. 5lcto. com/468239/197816
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PacketTracer 5.2 2 Easy VPN 5 PSTN A\ 265w

IRAGAHON, NT ReFFAE 7 PacketTracer 5.2 Lisidfg PSTN (A
PO NSRRI T W, o o JRIEAZ U T, BUHEMS KK 2 TS5 RILK.

PLSLTE, EIMAERIER, B PSTN SALSMRCEANTA T, WEFAKN Lz VP
N s, w: Easy VPN , 12tp, PPTP, SSL VPN %, imf# VPN A H K
A AR PG, REARFERIT BE EW, ARV FR IR AR E R BRI, £
TS iz (3t 7 L I B AR T (R, AH— R IE R A, X, il PSTN Mg s
AR TR T

FVFIFRI S R 2RISR, 1 KB BRI M.

ST g —n — — ——— o
C em———— 3
i Laptop-PT
/&ud-PT I aptono
/ PSTN
/7
7
5
7
//
o 4
(o
'\“:'_C\ _——#————ﬁ '/-.‘g— ————— ””””
o A ; Ml
2811 ccessPoint-PT i
Internet Access Point0
Laptop-PT
Laptopl

K, — G BRH A Internet W (RUR A RA TP B R 1B
&%, ARSI A BRI NAT, BN, 17— ME kAL PS
TN P4, SERER a8 B b7 s B0 O T #e e it WA 2% — S0 (12
LY Fik PacketTracer 5.2 #dl4s) o, AHMIHE « H 17—k ERXK

REFHfE L Internet AL Easy VPN [RISCIRFRM A TERBOR T, AR
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BAME oo PacketTracer 5.2 535 1 551
&K — {Cisco PacketTracer 5.2 Fifl#%[1) Easy VPN SZIGHERG ) o ASSCE &
PHE PSTN 32N

SEIGH TP FLRI U R -

SR A

Fa 0/0 192.168.1.254/24 Fa 0/1 100.1.1.2/24

Modem 0/3/0 192. 168. 3. 254/24
Internent &% #5:
Fa 0/1 100.1.1.1/24 Fa 0/1 200.1.1.1/24

PSTN W 2= HBC & an 1~ K
¥ PSTH [Z]@

| Physical | Config |

[ GLoBAL
1 Settings
| conneEcTIONS
[ Frame Relay
DSl POTS: Modem4
Cable
INTERFACE
Serial0
Seriall
Serial2
Serial3
Modem4 Phone Number 110
Modem5
Ethernet6
Coaxial7

Y ey T T T o T

Modem 4 &5/ Modem 0/3/0, 45584 Be i LG S S & 110, Mode
m 5SS EmEE AR, e B EIE S 120,
SEIO T -
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SR 2SI Modem 0/3/0, (FE config it &, 76 CLIHECEA T, (Hi
JEEIE CLI AR T s, /N T RFAHARXZ N4 ) EWE

* Router0 [Z]

\ Physical | Config { CLI |

GLOBAL

Settings
Algorithm Settings Modem0/3/0
ROUTING
Static
RIP

|
(
(
(
(
(
% SWITCHING IP Address 192.168.3.254 \
(
(
(
(

VLAN Database
INTERFACE
FastEthernet0/0
FastEthernet0/1
Modem0/3/0

Subnet Mask [255.255.255.0 |

Tx Ring Limit [10 ‘

Equivalent I0S Commands

zongbug

zongbufconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
zongbu(cenfig) § y N

Mo B SO
Internet ¥ :
interface FastEthernet0/0

ip address 200. 1. 1.1 255.255.255.0
interface FastEthernet0/1

ip address 100. 1. 1.1 255.255.255.0
K HB S A

hostname zongbu

aaa new-model
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aaa authentication login eza local

aaa authorization network ezo local

username tang password 0 123

crypto isakmp policy 10
hash mdb
authentication pre-share

group 2

crypto isakmp client configuration group myez
key 123

pool ez

crypto ipsec transform—set tim esp—3des esp—mdb—hmac

crypto dynamic—map ezmap 10
set transform—set tim

reverse-route

crypto map tom client authentication list eza
crypto map tom isakmp authorization list ezo
crypto map tom client configuration address respond

crypto map tom 10 ipsec—isakmp dynamic ezmap

interface FastEthernet0/0
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ip address 192.168. 1. 254 255. 255. 255.0

interface FastEthernet0/1

ip address 100. 1. 1.2 255.255.255.0

crypto map tom

interface Modem0/3/0
ip address 192. 168. 3. 254 255. 255. 255. 0
(FFIEH 28, config AR

ip local pool ez 192.168.2.1 192.168. 2. 100

ip route 0.0.0.0 0.0.0.0 100.1.1.1

ip dhep pool PSTN
network 192.168. 3.0 255.255.255.0
default-router 192. 168. 3. 254
IUNEE
Easy VPN HJEEAN WA R (Cisco PacketTracer 5.2 Fifll#5H] Easy VP
NSEBGFEF)  YRIFPSTN BN, JRERME SR UE, o471 S ER 0 s 110,
SRIGRT I NIE, VER: BICAR R E Y DHCP 3RHL. (L& 1LATE Desktop H1
4% Dial-up, fAfE S
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BER
| Physical | Config " Desktop

Dial Modem

User Name: |tang

Password: [123

IDiaI Number: |110

Status:

s Dial PUERE EER T, XFEHUAE ping AT R PR 55 4% -
(P e & 5e i PKT 30)
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PacketTracer 5.2 2 GRE %% (—)

AN AR SHEE . —REL TS, %A A &EM I,
— ELIN AV ST, L0 SRR DG AR 6 8 25 ) 1R AR I A R R =

W — RIS, A SRR RARN S, EAHNEEIT
R FTIR G, SAMEESAHOITEE. WIGAZUL, TFESER.

GRE: il %t %%, 488 Generic Routing Encapsulation, M VPN
BRI —Fh. EREPGE. PSR Internet (AR SCHIAAM 2 (8@, 4F
A 5 A WAL K I X 2% o {H GRE S (RS st Aths IS dicdis «
LAFEFRE GRE B i, FEARSE & & A2 btk R8s, 4nAF A Ipsec X HAL
TN o A4 GRE [ L ] B (1) 5206

GRE HIJRFEHAE 2, & RN TP kil &3 — N A MK 1P 13k,
MAEA M _EAE L, AW RIS HEE 1R 2 AR IP aki) 1P, ANE BIFRMK
IP A3k, HIFZEHERER A, HirmhS R S8y E, ERam 1P kK
s GRE i, B4 Btk 5B A SN FAR 1P B B A M (L 1P
Ak PL BB A, SRR R o FRATW AT LS A )3 GRE, GRE
FRRZH VPN —H#E1EEEA Internet MIEREE GRE MUBK HI #8831 — ek s, B
LI E LB M AR e R MRt de b, FARIRY TP AR E s fE —
AN A AR

B, BEARRKERMZEIH:
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192. 168

10.1.1.0/24

Uy
dsal
192.168.1.0/24 enbu_1

/

-

PC-PT
PCO

1P #kIZ:
Internet€=>zongbu
Internet 30.1.1.1/24
Internet€=>fenbu_ 2
Internet 20.1.1.1/24
Internet€&=>fenbu_1
Internet 10.1.1.1/24
zongbu€=>Server

zongbu 192. 168. 3. 254/24
fenbu_2€->PCl1

zongbu 192. 168. 2. 254/24
fenbu_1€->PCO

zongbu 192. 168. 2. 254/24
51CTO HEF1H % -----tom9916

.3.0/24

Se!r-PT
Se }ero
-

A

5
L0
4

—

G
P i\ 20.1.1.0/24
e

2811
Internet Sy

[ =

30.1.1.0/24

”

. e
18471
fenbu 2 192. 168. 3. 0/24
-\

zongbu 30. 1. 1.2/24
fenbu 2 20.1.1.2/24
fenbu 1 10.1.1.2/24
server 192.168.3.1/24
PC1

192.168.2.1/24

PCO 192.168.2.1/24
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B :

Internet WL /&FH—MEE R TP B 2 R 0B 8B . EAE @R E
T B FEASIEE PRT SO o ARIG R F# S H A GRE, A% AT GRE. T
1145 H GRE [ BEARAY

A% H1 A GRE:

Zongbu FREHIERICEWT

interface Tunnel0 (A% Tunnel # M 0, BE#zOFEARSLIF &5 fenbu 1 #37 GR

E)

ip address 1.1.1.1 255.255.255.0 (% Tunnel 0[] [P, itk IP 5 fenbu 1 [A]—
B

tunnel source FastEthernet0/0  (GRE 2 ARYE IP 4 fa 0/0 1 IP)

tunnel destination 10.1.1.2 (GRE #ZE2 AMHE bR 1PN 10.1. 1.2 1 IP)

interface Tunnell (A% Tunnel 210 1, e IAEARSLEG 25 fenbu 2 #07 GR
E)

ip address 2.1.1.1 255.255.255.0 (& Tunnel 1 IP, itk IP 5 fenbu 2 [A]—
B

tunnel source FastEthernet0/0  (GRE 3 AMYE 1P N fa 0/0 14 1P)

tunnel destination 20.1.1.2 (GRE H3EmF AW HEx 1P N 20. 1. 1.2 1 TP)

ip route 192.168. 1.0 255.255.255.0 1.1.1.2 (ECEIELE GRE 2ik 192. 168. 1. 0/24

OEEENE5D)

ip route 192.168.2.0 255.255.255.0 2. 1. 1.2 (FECEIELE GRE 2k 192. 168. 2. 0/24

RS HD

v#: fenbu_ 1. fenbu 2 RFHAECE, AHHTHH.
fenbu 1 B 23 HE -

interface TunnelO
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area

ip address 1.1.1.2 255.255.255.0
tunnel source FastEthernet0/0

tunnel destination 30.1.1.2

ip route 192.168.3.0 255.255.255.0 1.1.1.1

ip route 192.168.2.0 255.255.255.0 1.1.1.1

fenbu_2 % H & HACE -

interface TunnelO

ip address 2.1.1.2 255.255. 255.0

tunnel source FastEthernet0/0

tunnel destination 30.1.1.2

ip route 192.168. 3.0 255.255.255.0 2.1.1.1

ip route 192.168. 1.0 255.255.255.0 2.1.1.1

B R I

zongbuftshow ip route

Codes: C - connected, S - static, I — IGRP, R — RIP, M — mobile, B - BGP
D — EIGRP, EX - EIGRP external, O — OSPF, IA - OSPF inter area
N1 — OSPF NSSA external type 1, N2 — OSPF NSSA external type 2

El — OSPF external type 1, E2 — OSPF external type 2, E — EGP

i = IS-IS, L1 - IS-IS level-1, L2 — IS-IS level-2, ia — IS-IS inter

% — candidate default, U — per-user static route, o — ODR

P - periodic downloaded static route

Gateway of last resort is 30.1.1.1 to network 0.0.0.0

1.0.0.0/24 is subnetted, 1 subnets
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C 1.1.1.0 is directly connected, TunnelO
2.0.0.0/24 is subnetted, 1 subnets
C 2.1.1.0 is directly connected, Tunnell
30.0.0.0/24 is subnetted, 1 subnets
C 30.1.1.0 is directly connected, FastEthernet0/0
S 192.168.1.0/24 [1/0] via 1.1.1.2
S 192.168.2.0/24 [1/0] via 2.1.1.2
C 192.168.3.0/24 is directly connected, FastEthernet0/1

Sk 0.0.0.0/0 [1/0] via 30.1.1.1

fenbu_ l#show ip route
Codes: C - connected, S - static, I — IGRP, R — RIP, M — mobile, B — BGP
D - EIGRP, EX - EIGRP external, O — OSPF, IA — OSPF inter area
N1 — OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
El — OSPF external type 1, E2 — OSPF external type 2, E — EGP
i = IS-IS, L1 — IS-IS level=1, L2 - IS-IS level-2, ia — IS-IS inter
area
% — candidate default, U - per—user static route, o — ODR

P - periodic downloaded static route

Gateway of last resort is 10.1.1.1 to network 0.0.0.0

1.0.0.0/24 is subnetted, 1 subnets
C 1.1.1.0 is directly connected, TunnelO
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.1.0 is directly connected, FastEthernet0/0
C 192.168.1.0/24 is directly connected, FastEthernet0/1
S 192.168.2.0/24 [1/0] via 1.1.1.1

S 192.168.3.0/24 [1/0] via 1.1.1.1
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Sk 0.0.0.0/0 [1/0] via 10.1.1.1

fenbu 2#show ip route

Codes: C — connected, S — static, I — IGRP, R — RIP, M — mobile, B — BGP
D - EIGRP, EX - EIGRP external, O — OSPF, IA — OSPF inter area
N1 — OSPF NSSA external type 1, N2 — OSPF NSSA external type 2

E1 — OSPF external type 1, E2 — OSPF external type 2, E - EGP

i = IS-IS, L1 — IS-IS level-1, L2 - IS-IS level-2, ia — IS=IS inter

area
% — candidate default, U - per—user static route, o — ODR

P - periodic downloaded static route

Gateway of last resort is 20.1.1.1 to network 0.0.0.0

2.0.0.0/24 is subnetted, 1 subnets
C 2.1.1.0 is directly connected, TunnelO
20.0.0.0/24 is subnetted, 1 subnets
C 20.1.1.0 is directly connected, FastEthernet0/0
S 192.168.1.0/24 [1/0] via 2.1.1.1
C 192.168.2.0/24 is directly connected, FastEthernet0/1
S 192. 168.3.0/24 [1/0] via 2.1.1.1

S« 0.0.0.0/0 [1/0] via 20.1.1.1

WA TTVE%: BRSSP CHHE ping.
TR R M. IRIBEE I, DA fenbu 1 BIEENH,
Fenbu 1 % zongbu:

Fenbu 1 H7HJ PCOC192. 168. 1. 1/24)%] zongbu i) server (192. 168. 3. 1/24) ,
PCO Kz 234 fenbu 1 FIRSH 2%, BAE K H R IX 192. 168.3.0/24 B F—Bk 1
PALLLIL BHMSHRERBHOME 1LLLIE, 3L LL1LEZEMNTu
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nnelO ¥ 1 H 2%, S 2% B 38 240 W 206 B4 2E 4T GRE ia‘”*UE, TRAERA HIFL
A TP WL AT E S C AR B I MR AR TP (fa 0/0 #2101 TP) I HARA K TP (B
zongbu ] fa 0/0 #2111 IP) , H3EUF)a, B h & A R R K I BIX zongb
u ) fa 0/0 MBRE B 250 BEXFEEEREHIEN Internet (AR , Internet
(AW FIB AR EREE LM 1P Mk, WRIEAMMHAR 1P R EHE . HdkE 3]
15 zongbu J&, EEHEHAEE LB BB ER IP RACH, B ERAMNI
Pk, RIUZ—A GRE £dE, FRMEAA 1P Sk A B s 1P Hik &R
¥, WR4EE R HIR B fa 0/1 3£ % F] server. Server 325, IrEtLidh
BREMNE, AR IP AE] fenbu 1 1) PCO. B/ FEER A PCO 3 server
— £ GRE #E1F
R o 0 o o o
C PR B A 2 A 3 R 5 R D

http://9916376. blog. 5lcto. com/468239/268823
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PacketTracer 5.2 7 GRE =2i§ (=)
SHASEHIAI GRE: (LA OSPF # /1 945D
Zongbu BRHIMALE . (AR E—ED

interface TunnelO

ip address 1.1.1.1 255.255.255.0
tunnel source FastEthernet0/0
tunnel destination 10.1.1.2

interface Tunnell

ip address 2.1.1.1 255.255.255.0
tunnel source FastEthernet0/0
tunnel destination 20.1.1.2

router ospf 1

network 1.1.1.0 0.0.0.255 area 0
network 2.1.1.0 0.0.0.255 area 0
network 192.168.3.0 0.0.0.255 area 0

fenbu 1 B ASHACHE

interface TunnelO

ip address 1.1.1.2 255.255.255.0
tunnel source FastEthernet0/0
tunnel destination 30.1.1.2

router ospf 1
network 1.1.1.0 0.0.0.255 area 0
network 192.168.1.0 0.0.0.255 area 0

fenbu 2 B HASHCHE -

interface TunnelO
ip address 2.1.1.2 255.255.255.0
tunnel source FastEthernet0/0
tunnel destination 30.1.1.2

router ospf 1

network 192.168.2.0 0.0.0. 255 area 0
network 2.1.1.0 0.0.0.255 area 0
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7 OSPF &I & R A 1 3% -
zongbuttshow ip ospf neighbor
Neighbor 1D Pri  State Dead Time  Address Interface
192. 168. 1. 254 0 FULL/ - 00:00:39 1.1.1.2 TunnelO
192. 168. 2. 254 0 FULL/ - 00:00:38 2.1.1.2 Tunnell

zongbuttshow ip route
Gateway of last resort is 30.1.1.1 to network 0.0.0.0
1.0.0.0/24 is subnetted, 1 subnets

C 1.1.1.0 is directly connected, TunnelO
2.0.0.0/24 is subnetted, 1 subnets
C 2.1.1.0 is directly connected, Tunnell

30.0.0.0/24 is subnetted, 1 subnets

30.1.1.0 is directly connected, FastEthernet0/0
192.168.1.0/24 [110/1001] via 1.1.1.2, 00:30:49, Tunnel0
192.168.2.0/24 [110/1001] via 2.1.1.2, 00:30:49, Tunnell
192.168.3.0/24 is directly connected, FastEthernet0/1
S* 0.0.0.0/0 [1/0] via 30.1.1.1

a o O O

fenbu 1#ishow ip ospf neighbor
Neighbor 1D Pri  State Dead Time  Address Interface

192. 168. 3. 254 0 FULL/ - 00:00:36 I.1.1.1 TunnelO

fenbu 1#show ip route
Gateway of last resort is 10.1.1.1 to network 0.0.0.0
1.0.0.0/24 is subnetted, 1 subnets

C 1.1.1.0 is directly connected, TunnelO
2.0.0.0/24 is subnetted, 1 subnets
0 2.1.1.0 [110/2000] via 1.1.1.1, 00:28:13, TunnelO

10.0.0.0/24 is subnetted, 1 subnets

10.1.1.0 is directly connected, FastEthernet0/0
192.168.1.0/24 is directly connected, FastEthernet0/1
192.168.2.0/24 [110/2001] via 1.1.1.1, 00:28:03, TunnelO
192.168.3.0/24 [110/1001] via 1.1.1.1, 00:28:13, TunnelO
S¥ 0.0.0.0/0 [1/0] via 10.1.1.1

o O O O

fenbu 2#show ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address Interface
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192. 168. 3. 254 0 FULL/ - 00:00:38 2.1.1.1 TunnelO

fenbu 2#show ip route
Gateway of last resort is 20.1.1.1 to network 0.0.0.0
1.0.0.0/24 is subnetted, 1 subnets

0 1.1.1.0 [110/2000] via 2.1.1.1, 00:26:12, TunnelO
2.0.0.0/24 is subnetted, 1 subnets
C 2.1.1.0 is directly connected, TunnelO

20.0.0.0/24 is subnetted, 1 subnets

20.1.1.0 is directly connected, FastEthernet0/0
192.168.1.0/24 [110/2001] via 2.1.1.1, 00:26:02, Tunnel0
192.168.2.0/24 is directly connected, FastEthernet0/1
192.168.3.0/24 [110/1001] via 2.1.1.1, 00:26:12, Tunnel0
S*  0.0.0.0/0 [1/0] via 20.1.1.1

o O O O

faT M. MBI ospf {BERANE KA, I i o R A 373
JUN B IR L ospf 45 RRBUE —#EH. B4 ospf B M5 B2 EFEIEIT GRE
feihid £MINE? B, i rh ae Aot A A s th 2515 B I o 2, e MO
Tunnel #% FURAT 2 Cospf MIECE A AAIX MR TP) il & A I B £
YEREAT GRE AL, T2 mte X Nl e B R H ARG 1P, 285 Bl e 2
W A3 2 H br i 8%, F e 8 RS2 IR B s, RILE ORE Bl , fH-F 7
MAEFAP 1P £edls, >1%) 7 OSPE ik (58, Je A AR OSPF i#% i
WY R — R, AR A ML ZE 1 GRE AbEE.

GRE A0 OSPF HREHERHS, 56 R il XI5 1 T XK IERE . HR PRIt 2 —
PR, AR JRAA ) TP _EfREE— 2 TP Sk GX 1P 4Rk SR AE P /5 2 I X 3,
AT AR AR 2 XA R A D

TR NCILEE
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area 1
5 am -5
25%1 10.1.23.0/24 2$1
' l area 2
area 0 I 10.1.12.0/24 10.1.34.0/24 l
& &9
2811 2811
R1 -
172.16.1.0/24 117.2.:15.2.01"24-

TEANR) TP BC & WP, i R 2R GRE REERC &
R2 i H %

interface TunnelO

ip address 1.1.1.2 255.255.255.0

tunnel source FastEthernet0/1

tunnel destination 10.1.23.1

router ospf 1
network 10.1.12.0 0.0.0.255 area 0
network 1.1.1.0 0.0.0.255 area 0

network 10.1.23.0 0.0.0.255 area 1

R3 ¢ £H 2%

interface TunnelO
ip address 1.1.1.1 255.255.255.0
tunnel source FastEthernet0/1

tunnel destination 10.1.23.2

router ospf 1

log—adjacency—changes
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network 10.1.34.0 0.0.0.255 area 2
network 10.1.23.0 0.0.0.255 area 1

network 1.1.1.0 0.0.0.255 area 0

A MR, F1 OSPF 0K, H &AL NEMHT, fFausE, RRAES T .
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PacketTracer 5.2 2 GRE %% (=)

GRE P 77 {60 X0 8 195 3 2 D ST AL PR 350 A D) (4038845, {HL GRE A5 5 — B0l PR o
A SCAR A . TE A RHA Z 2RI b, B mEdR R R fE R, R
RIBAMBEEEIE . BT, R EE GRE HHERATAT AL & Ipsec VPN (3R
SRIEHEG GRE 1%, $ema Ak, (BiFKFKEIE, H Ipsec VPN AL, /&
2GEH GRE? WIWT, o o FRAN NWEAFLES ST I, SRR Y T2 )5, A ReiR
ZIHIR 2 SRR (A BRI S, 7ESEBR TAE, FRATTk il UG £3&E & I AR R s
it .

GRE A1 Ipsec VPN HIZ5&AEH, KB 70 4: GRE Over Ipsec M Ipsec Ove
r GRE.GRE Over Ipsec, iid 8 2%~ GRE #E4¢ Ipsec VPN IN% BrKE
Ipsec Over GRE, U2 Ipsec VPN FIE#E 4 GRE Fr k%R, 5 H GRE PRidid i ) 2% ,
FEAFIH Ipsec VPN X OCSEEE HEAT N J5 PR 4 GRE FITkEl, JE QBB I4 =2 1 5
&4 i) GRE. (A3LLL GRE Over Ipsec AfI) TIfi/E GRE Over Ipsec f& 4%,
I PT 5. 2 ) E A AL 45 Ky 1]«
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Ethernet II
0 4 = 14 19 Bytes
PREAMBLE: DEST MAC: SRC MAC:
101010...1011 00E0.8F56.8D01 | 00D0.5881.3201
TYPE: DATA (VARIABLE LENGTH) FCS:
0x800 0x0
i)
0 4 8 1lé 19 31 Bits
4 | HL | psce: oxo0 TL: 20
ID: 0x22 oxo| 0x0
TTL: 254 | PRO: 0x32 CHKSUM

SRC IP: 30.1.1.2
DST IP: 10.1.1.2
OPT: 0x0 | oxo
DATA (VARIABLE LENGTH)

ENCAPSULATING SECURITY PAYLOAD

0 8 1lé 31 Bits

ESP SPI: 1810983325
ESP SEQUENCE: 21
ESP DATA ENCRYPTED WITH 3DES
ESP DATA AUTHENTICATED WITH MD5

RARAEXMBAD EEBELEH, & N Ipsec IRICKHEL, JaTH %L
PRI BRI, (HPT AR A RN, AL s b
BRI
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w
0 4 g 18 19 31 Bits
4 | HL | pscp: ox0 TL: 20
ID: 0x21 oxo| 0x0
TTL: 255 | PRO: 0x2f CHKSUM

SRC IP: 30.1.1.2
DST IP: 10.1.1.2
OPT: 0x0 |  oxo
DATA (VARIABLE LENGTH)

GRE
0 8 16 31 Bits
FLAGS: 0 PROTOCOL TYPE:
0x800
1P
0 4 8 1é 19 31 Bits
4 | L | psce: oxo TL: 128
ID: Oxd oxo| 0x0
TTL: 127 | PRO: 0x1 CHKSUM
SRC IP: 192.168.3.1
DST IP: 192.168.1.1
OPT: 0x0 | oxo
DATA (VARIABLE LENGTH)
ICMP
i) 8 16 31 Bits
TYPE: 0x0 | CODE: 0x0 CHECKSUM
ID: 0x6 SEQ NUMBER: 17

LR Tpsec VPN B35 N EBH4E 1 .

HIAELL GRE Over Ipsec Jyffilidirnsci.

FARE (W http://9916376. blog. 51cto. com/468239/268823, fF HILf;
E#B28 Ipsec VPN) .

REREMT:  (CLARERH#80], VEAIRC & W PKT SCHh &,
Ipsec VPN E dr & Mfdke, KEXERTE, LRSMEGZ T

Zongbu % FH %% :

crypto isakmp policy 10
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encr 3des
hash md5
authentication pre—share

group 2

crypto isakmp key xiaotl address 10.1.1.2

crypto isakmp key xiaot2 address 20.1.1.2

crypto ipsec transform—set tim esp—3des esp—md5—hmac

access—1list 101 permit ip host 30.1.1.2 host 10.1.1.2

access—list 102 permit ip host 30.1.1.2 host 20.1.1.2

crypto map tom 10 ipsec—isakmp
set peer 10.1.1.2
set transform—set tim

match address 101

crypto map tom 20 ipsec—isakmp
set peer 20.1.1.2
set transform—set tim

match address 102

interface FastEthernet0/0

crypto map tom

GRE Over Ipsec fEFCE Ipsec TRESHIMIE, = AT AT ELRY 1)
e, BB RYRE 1P A1 H bR IP A4 . EEHERIA fa 0/0 #2281, AW
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B GRE ALFRAT 7 A WH) TP Hdls, ik % fa 0/0 0, KIZ LD MHTE

IP FIH R IP, BT fa 0/0 485 | Ipsec VPN 5EHE, RARFEERIHE A 2t
K Ipsec, A fehk Ipsec FrfRd, WfE ETMIEE (WA GERCE) , ACL & UK
DU A A PR TP A1 E bR, THEFRATEIE Ipsec VPN BCE 5 /& FA M 1)
J& 1P FH A% 1P,

Mk, BN, PC Ping Server % ping JLIR, Ipsec VPN HITHRE
BIRREIEH, W05,

Ipsec Over GRE FjHLULHH, K24 GRE Jeffik 7 RAMEEEYE T, SUErxf SoBE 4

P& Tpsec fr#, BLE Ipsec SRESHIEE, U2 HARTKFAM YR TP A1 H bx 1P,
FfE: http://9916376. blog. 51cto. com/468239/272035

51CTO T#H AL WFHHLK web2.0 IT BORBURL LT R 8, MARENARZE. BT
oo TR PR EEORTUR, BTSRRI AR 22 77k Down &
T2 50, BN IT NS0 " !

51CTO %X T ) IT SR NBIE N R T, £ BIADE T, Wt
WBORMP dh, A S AR BRI 15K
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